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SECTION 1
PRODUCT DESCRIPTIONS

1.0

INTRODUCTION

Elevator Security is typically used to prevent access to specific floors of a building via the
elevators, or to limit access to passengers with a valid password. MCE’s elevator security
options include:

» Basic Security

» Basic Security with CRT

» Access Control for Elevators (ACE)
» Security Interface Software (SIS)

These elevator security options are implemented on the simplex/duplex Car Controller and/or
the Group Supervisor in an M3 Group System. This section provides a description of MCE’s
Elevator Security options.

1.1

DESCRIPTION OF BASIC SECURITY

Basic Security provides a means to prevent registration of unauthorized car calls. It is
implemented on each individual elevator Car Controller. Security codes can be assigned for
each floor of a building. The security codes consist of one to eight landing labels and are
programmed using the controller's Main Processor board (MC-MP-xx or MC-PCA-xx).
Section 2, Basic Security, provides instructions for programming the security codes.

Floors for which a security code has been programmed are secured when Basic Security is
turned ON. In order to gain access to a secured floor via the elevator, the correct security code
must be entered using the Car Operating Panel (COP) buttons. When the COP button for a
secured floor is pressed, the button’s indicator will flash to indicate that a security code is
required. The passenger must enter the correct code within 10 seconds, otherwise the call will
not be registered and the indicator will turn OFF.

Basic Security is turned ON and OFF using the controller’s Building Security Input (BSI). This
input can be activated by a switch or external timer.



1.3

DESCRIPTION OF BASIC SECURITY WITH CRT

Basic Security with CRT is an extension of Basic Security, and provides a means to prevent
registration of unauthorized car calls and/or hall calls. As with Basic Security, the security codes
for each floor are programmed using the controller's Main Processor board (MC-MP-xx or
MC-PCA-xx). However, additional programming options are available via a CRT terminal or PC.

Using a CRT terminal or PC, up to eight Security Configurations can be programmed. The
Security Configurations allow each floor to be designated as unsecured, secured or locked for
car calls and either unsecured or locked for hall calls. These terms are defined as follows:

e unsecured = unrestricted access, all car and/or hall calls are registered

» secured = access restricted, valid security code required to register car calls

» locked = no access, car calls and/or hall calls are not registered

Floors for which a security code and a Security Configuration have been programmed are
secured when that configuration is active and security is ON. In order to gain access to a
secured floor via the elevator, the correct security code must be entered using the Car
Operating Panel (COP) buttons. When the COP button for a secured floor is pressed, the
button’s indicator will flash to indicate that a security code is required. The passenger must
enter the correct code within 10 seconds, otherwise the call will not be registered and the
indicator will turn OFF.

Basic Security with CRT allows security to be turned ON or OFF and to determine which of
eight Security Configurations is active on any day or time, based on a programmable time
schedule called the Security Configuration Timer Table.

1.4

1-2

DESCRIPTION OF ACCESS CONTROL FOR ELEVATORS (ACE)

Access Control for Elevators (ACE) offers the most sophisticated programming capability. ACE
provides a wide range of options allowing building owners and managers the greatest flexibility
of any elevator security system.

ACE has passenger access codes which allow only authorized passengers access to building
floors via the elevators. Each passenger or group of passengers can be assigned a unique
access code. Each code can have its own unigue set(s) of access permissions. The sets of
access permissions can change based on date or day and time using one or more of six time
schedules.

General Floor Access Control - Using a CRT terminal or PC, up to eight Security
Configurations can be programmed. The Security Configurations allow each floor to be
designated as unsecured, secured or locked for car calls and either unsecured or locked for
hall calls. These terms are defined as follows:

e unsecured = unrestricted access, all car and/or hall calls are registered

» secured = access restricted, valid security code required to register car calls
» locked = no access, car calls and/or hall calls are not registered
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ACE allows security to be turned ON or OFF and to determine which of eight Security
Configurations is active on any date or day(s) and time, based on a programmable time
schedule called the Security Configuration Timer Table.

Floors which have been designated as secured on a Security Configuration are secured when
that configuration is active and security is ON. In order to gain access to a secured floor via the
elevator, a Passenger Access Code (PAC) must be entered using the Car Operating Panel
(COP) buttons. The PAC must have permission to access that floor on this day and time. When
the COP button for a secured floor is pressed, the button’s indicator will flash to indicate that
a passenger access code is required. The passenger must enter the code within 10 seconds,
otherwise the call will not be registered and the indicator will turn OFF.

PAC Access Control - Each Passenger Access Code (PAC) can have its own set of access
permissions for each floor (access or no access). Each PAC has a Personal Time Schedule
which can limit access to a specific date or day(s) and hours. In addition, each PAC can be
included in one or more of four groups that have a Group Time Schedule which can limit access
to a specific date or day(s) and hours.

Reports - While ACE Security is ON, each time an attempt is made to access a secured floor
via the elevators, the date, time, floor, and passenger ID is logged. The 500 most recent
attempts are saved and can be viewed and/or printed.

1.5

DESCRIPTION OF SECURITY INTERFACE SOFTWARE (SIS)

Security Interface Software (SIS) is used to program the elevator security parameters using a
PC. Depending on the software type/version you have, SIS can be run on a PC:

* as a stand-alone DOS program

* launched from inside Windows

* as a native Windows application

* launched from MCE’s Central Monitoring System (CMS) for Windows software.

The PC can be connected to the controller in the following ways:

» directly via serial cable

» via serial cable plus line drivers (to extend the distance)
* via a phone line using a modem.

* via an Ethernet connection.



1.6

1-4

AN OVERVIEW OF MCE’S ELEVATOR SECURITY

Normally when a passenger enters a hall call from a lobby or a car call from a car, the elevator
will respond by taking the passengers wherever they want to go. With MCE’s Basic Security
with CRT or Access Control for Elevators (ACE) security, when the elevator system’s Security
Status is ON, the security status of each floor is defined by a Security Configuration and the
elevator’s response is determined by the security status of that floor.

A floor’s security status for hall calls or car calls is determined by the currently active Security
Configuration, called the current configuration. There are eight Security Configurations
available but only one, the current configuration, is in use at any given time. A Security
Configuration has one hall call map and a car call map for each car. You may manually choose
the current configuration from among the eight Security Configurations, or program the Timer
Table to automatically select the current configuration.

The security status for a hall call can be either Unsecured or Locked. Unsecured for hall
calls means that access to elevators from that floor is unrestricted. Locked for hall calls means
that access to elevators from that floor is not permitted.

The security status for a car call can be Unsecured, Locked or Secured. Unsecured for car
calls means that access to that floor is unrestricted. Locked for car calls means that access
to that floor is not permitted. Secured for car calls means that access to that floor is permitted
only if the proper security code or access code is entered via the car operating panel (COP)
buttons.

With Basic Security, the Security Codes for each floor are programmed using the Car
Controller's Main Computer. A floor can not be Secured unless a Security Code has been
programmed. The Security Codes are viewed and changed using the individual Car Controller’s
Main Computer. More information about programming the Security Codes can be found in
Section 2.3 titled Viewing and Changing the Security Codes - PTC and PHC or Section 2.4
titled Setting the Security Codes - Swing Panel.

With Access Control for Elevators (ACE), access codes, called Passenger Access Codes
(PAC), are assigned to individual passengers or groups of passengers. Instructions for
programming the ACE Passenger Access Codes are found in Section 5.7, Assigning the
Passenger Access Codes (PAC).
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The following is a description of what happens when hall calls are entered.

When a hall call button is pressed, the call will be registered if:
+ Security is OFF, or
« Security is ON and this floor is Unsecured.

When a hall call button is pressed, the call will NOT be registered if:
« Security is ON and the floor is Locked.

The following is a description of what happens when car calls are entered.

When a car call button is pressed, the call will be registered if:
» Security is OFF, or
» Security is ON and the desired floor is Unsecured, or
« Security is ON and the desired floor is Secured, and

* The Security Code for the floor or the PAC is entered within 10 seconds.

When a car call button is pressed, the call will NOT be registered if:
« Security is ON and,
+ the desired floor is Locked, or

+ thedesiredflooris Secured, and the Security Code or PAC is not entered within

10 seconds.



SECTION 2
BASIC SECURITY

2.0

GENERAL

This section pertains to MCE'’s Basic Security. Basic Security is implemented on each individual
elevator car controller. Instructions for programming the Security Codes on both Computer
Swing Panel and Programmable Controllers (PTC and PHC) are included.

2.1

DESCRIPTION

Basic Security provides a means to prevent registration of unauthorized car calls. Security
codes can be assigned for each floor of a building. The security codes consist of one to eight
landing labels and are programmed using the controller’s Main Processor board (MC-MP-xx
or MC-PCA-xx).

Floors for which a security code has been programmed are secured when Basic Security is
turned ON. In order to gain access to a secured floor via the elevator, the correct security code
must be entered using the Car Operating Panel (COP) buttons. When the COP button for a
secured floor is pressed, the button’s indicator will flash to indicate that a security code is
required. The passenger must enter the correct code within 10 seconds, otherwise the call will
not be registered and the indicator will turn OFF.

2.2
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TURNING BASIC SECURITY ON AND OFF

Basic Security is normally turned ON and OFF using the controller's Building Security Input
(BSI). This input can be activated by a switch or external timer. On PTC and PHC controllers,
Basic Security can also be turned ON and OFF using the controller's Master Software Key
(MSK) setting.

MASTER SOFTWARE KEY (MSK) - PTC AND PHC

The Master Software Key is a board-level control of security. The Master Software Key can be
set to Activated, Deactivated or Enabled through the MC-PCA Main Computer board.

When the Master Software Key is set to Activated, Basic Security is ON. When the Master
Software Key is set to Deactivated, Basic Security is OFF. When the Master Software Key is
set to Enabled, Basic Security is turned ON and OFF via the Building Security Input (BSI).

CHANGING THE MASTER SOFTWARE KEY SETTING - (o 0 e om0
Changes to the Master Software Key setting are made il [+
: Il

through the MC-PCA board’s On-Board Diagnostics Menu.

1. Place the car on Inspection.

2. Place function switch F1 in the Up position. N 8§ Jhooier + -

RN
3. Press the N push button until the Extra Features Menu ? m

appears on the display.
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4. Press the S push button once.

5. Then press the N push button until Master Software Key:
appears on the display.

6. To change to current setting, press the S push button.
The display will cycle through the available settings,
Activated, Deactivated and Enabled. When the desired
setting is displayed ...

7. Pressthe N push button until Save Changes is displayed.
Press the S push button to Save the new Master
Software Key setting and return the function switch F1 to
the down position.

N s FUNCTION SWITCHES
nnnnnnnn

N S FUNCTION SWITCHES + -

nnnnnnnnn

%@ e

; i
N S romowmmoms L _ n
@@ I

1
—

ik Il

N S FUNCTION SWITCHES + -

nnnnnnnn

%@ NEE

CAUTION: Be careful not to inadvertently change other options on the controller,

as any and all changes will be saved in the MC-PCA board as a result

of the Save Changes operation. Section 5 of the controller manual
describes, in detail, how to program the computer.

2-2 + BASIC SECURITY
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2.3

231

2.3.2
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VIEWING AND CHANGING THE SECURITY CODES - PTC AND PHC

The Security code for each floor may consist of one to eight characters, each represented by
one of the floor buttons found in the elevator car. A floor can NOT be Secured unless a
Security Code has been programmed.

The Appendix titted ELEVATOR SECURITY INFORMATION AND OPERATION provides
instructions for elevator passengers on the use of Security operation. Space has been
provided for listing the security codes for each floor.

VIEWING THE BUILDING SECURITY MENU - On the MC-
PCA Computer board, place the F3 switch in the up position
(with all other switches in the down position). The following ﬁ

display appears: i il D D

FUNCTION SWITCHES

BT HREE +

N S
%@ [0 @@I_

* Press the N push-button.

e The following .
display will appear: | =

PROGRAMMING THE SECURITY CODES

FUNGTION SWITCHES
FB FTF6 F5_F4 FS R2F1

N S P o=
» Press the S push-button to start programming or ARAR AT
changing the Security codes (or to view the codes). % %q
4

» Ifnocode has been programmed, the computer displays
NO CODE PROGRAMMED for that particular floor
number. Press the S push-button again to start
programming the Security code.

» If a code has already been programmed, the computer
displays the security code. The cursor will blink below the
floor number for the Security code being displayed.

e Press the + and - push-buttons to select the floor
number to change. The + push-button increments the |N g mwowomee 4

floor being displayed to the next eligible floor. The - i
push-button decrements the value. % LY

» Press the S pushbutton to move the cursor to the first —
character of the Security code. Press the + and - push-
buttons to change the value of the first character.
Repeat these steps (pressing the S push-button
followed by the + and - pushbuttons) until the desired
number of characters are programmed (maximum of 8
characters). The S push-button moves the position of
the blinking cursor according to the diagram at the right.
If any character is left blank, or after all eight characters
are programmed, pressing the S pushbutton returns the
cursor to the floor number.
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» Repeat these steps to program the Security codes for all the
floors. You may exit the Building Security Menu at any time
during programming by pressing the N push-button. When

the N push-button is pressed, the LCD will display the

following:

» Pressthe S push-button to exit or the N push-button to return
If S is pressed, the following will
appear (only if changes have been made):

to the previous display.

» Press S to save the changes or N to exit without saving (any original codes will remain in

effect if the changes are not saved).

2.4

2-4

VIEWING AND CHANGING THE SECURITY CODES - SWING PANEL

The security code for each floor may consist of from one to eight characters, where each
character is one of the floor buttons found in the elevator car. Each floor may have a different
length code. A floor can not be Secured unless a Security Code has been programed.

Appendix, Security Information and Operation, provides instructions for elevator passengers
who will be using the elevator while Security is ON. Space has been provided for listing the

security codes for each floor.

The Security Codes are viewed and changed using each Simplex or Local Car controller’s
Computer Swing Panel while in the “System Mode” of operation.

1. Place function switch F7 in
the ON (up) position. The
alphanumeric display shows
PASSWORD.

2. Setthe Al - A8 switches to
the password value. If no
password has been
programmed for this job

AAAAAA
111119
43210

M
Diagnostic Indicators
Alphanumeric Display ? Iigﬁ ﬁl i Iﬁ i !

PASSWORD

il [

Car
Diagnostic On A

LLLRURI RERK
FF FFFF NormB\ AAAA AAAA
76 5432 Car\ 8765 4321

\ :

@ A1-A8

(whichis normally the case),
set Al - A8 to OFF (down).

3. Press and hold the S push button until
the alphanumeric display shows
*SYSTEM*.The eight vertical status
indicators scan from bottom to top. In
System Mode, if function switches or
pushbuttons are not pressed for two
minutes, the computer exits System
mode and returns to Normal mode.

4. Place the F3 switch to the ON (up)
position. The display will show the 1%
floor’s security status. If “NOT USED” is
displayed, the elevator is not equipped
with the Security option.

BASIC SECURITY

® With all other switches down, push the F7 switch up

Alphanumeric Display

x SYSTEM x

W )0 ) N R

AAAAAA N F

® Press and
hold S until
System is
displayed

® Push F3
switch up

Dnwp061
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5. To view subsequent floors security status,

press the N pushbutton. M B = Basement

6. Table 2.1, Changing the Floor Security
Status and Security Code, describes the
steps required to change a floor's security
code. Although it is possible to program
each car to have a different Security Code
for the same floor, this would be difficult to
manage.

7. Whenviewing/changing is complete, move
all switches to OFF (down) to exit System
mode.

NSCR = not secured

Alphanumeric Display

FF FFFF
76 5432

® Press N to view next
floor's security status
Dnwp062

TABLE 2.1 Changing the Floor Security Status and Security Code (Simplex or Local Car)

Switch Explanation

Alphanumeric Display

Step 1 To begin, display the 1* floor’s status

F3 ON (up) While in the System mode, turn function
switch F3 ON (up).

Example: B NSCR

B = basement
NSCR = not secured

Step 2 To display another floor’s security status

Press N Steps to the next floor's security status.
Press N again for the next floor, etc.

Example: 1 SCRD

1 =floor #1
SCRD = secured

Step 3 To select a floor to view or change a code

Press S With the floor's security status displayed,
press S. The first character of the floor's
security code is then displayed.

Example: 2 1=3

For floor 2, the first character in the
code is 3.

Step 4 To change a code character

Press S Steps through the available code
characters. When the desired character is
displayed, go to Step 5.

Example : 2 1=5

For floor 2, the first security character
is now 5.

Step 5 To display the next code character
Press N Steps to the next character in the code.
To change more characters, repeat steps
4 and 5.

The last character of a code must be the
word END if the code is less than eight
characters long.

Example 1: 2 2=4

For floor 2, the second character in
the code is 4.

Example 2: 2

=
m
zZ
O

For floor 2, the first character in the
security code is the word END. Floor
2 is unsecured.

42-02-S024
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Switch

Explanation

Alphanumeric Display

Step 6

Press N

To end and save

If END is chosen as a code character or if
this is the eighth character, when N is
pressed the computer saves the code and
displays the current floor’s security status.
To view or change the code for another
floor, return to step 2.

Example : 2 NSCR

If END was chosen for first character,
this floor has no security code and is
unsecured. Using END for any other
character just ends that code, but the

floor is still secured.

F3 and F7
switches
OFF
(down)

To exit System mode

Every security code must end with the
word END or be 8 characters long. If not,
the processor remains in System mode.

Example: 11:04:27

The time displayed
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SECTION 3
BASIC SECURITY WITH CRT - SWING PANEL

3.0

GENERAL

This section pertains to Basic Security with CRT for Computer Swing Panel controllers. Refer
to Section 4, Basic Security with CRT - PTC and PHC for PTC and PHC controllers. The
screens depicted in this section are those found on an MCE controller using Release 4
Communication software. Some screens may look slightly different if your controller is running
an earlier version of Communication software.

3.1

42-02-S024

INTRODUCTION - PRODUCT DESCRIPTION

Basic Security with CRT is an extension of MCE’s Basic Security. Basic Security with CRT is
implemented in the Simplex / Local Car Controller and Group Supervisor in an M3 Group
System. Programming is done mostly through a CRT terminal or PC, which can be connected
to the controller directly or through a modem. The Master Software Key, however, is
programmed using the Simplex or Group Controller's Computer Swing Panel and the Security
Codes are programmed at each Simplex or Local Car Controller's Computer Swing Panel.

Basic Security with CRT features include:

» Aflexible, easy to program, menu system.
* A user-programmable password regulates access to the menu system.

» There are eight programmable security configurations. The current Security Configuration
can be manually selected via the CRT or it can be automatically selected by the Security
Configuration Timer Table.

* There are sixteen programmable time schedules in the Security Configuration Timer Table.
This gives the system the flexibility to automatically switch between the eight different
Security Configurations.

Basic Security with CRT provides a means to prevent registration of unauthorized car calls
and/or hall calls. As with Basic Security, the security codes for each floor are programmed
using the controller's Main Processor board (MC-MP-xx or MC-PCA-xx). However, additional
programming options are available via a CRT terminal or PC.

Using a CRT terminal or PC, up to eight Security Configurations can be programmed. The
Security Configurations allow each floor to be designated as unsecured, secured or locked for
car calls and either unsecured or locked for hall calls. These terms are defined as follows:

» unsecured = unrestricted access, all car and/or hall calls are registered

» secured = access restricted, valid security code required to register car calls
» locked = no access, car calls and/or hall calls are not registered
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Floors for which a security code and a Security Configuration have been programmed are
secured when that configuration is active and security is ON. In order to gain access to a
secured floor via the elevator, the correct security code must be entered using the Car
Operating Panel (COP) buttons. When the COP button for a secured floor is pressed, the
button’s indicator will flash to indicate that a security code is required. The passenger must
enter the correct code within 10 seconds, otherwise the call will not be registered and the

indicator will turn OFF.

Basic Security with CRT allows security to be turned ON or OFF, and to determine which of
eight Security Configurations is active on any day or time, based on a programmable time
schedule called the Security Configuration Timer Table.

3.1.1 MAIN MENU SCREEN

The Main Menu allows access to the Security Menu using selection , Security.

FIGURE 3.1

Main Menu

7

Job #99-22771

MP vO0x.xX

10/10/2000, 10:25:30 AM

EASTMAN KODAK - BUILDING 820 - CAR 73

IMC-SCR Car Controller (Release 4)

Main Menu (F4)

Controller Parameters
Performance Reports
View Hoistway

Main Menu (This Screen)

Initialize CRT

Job Configuration

Special Events Calendar
Security

Modem Hang Up
Diagnostics

Jump to Previous Screen

CGP-C v08.xx

Simplex Car -A-

DDP v0x.XX

dnID250 J
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PASSWORD PROTECTED ACCESS TO THE SECURITY MENU - The Security Menu can be
password protected. If no password is programmed, the Security Menu (Figure 3.2) will
appear. If a password has been programmed, the following will appear when is pressed:

Security Password: |}

Type in the password and press . The password itself will not appear on the screen.
Instead, an asterisk (*) will appear for each character typed. When the correct password is
entered the Security Menu will appear. Once a valid password has been entered, it is not
necessary to re-enter the password unless you exit Security for more than ten minutes.

NOTE: The controller is shipped with no password programmed. Section 3.4
describes how to program or change the password.

FIGURE 3.2  Security Menu (F9) Screen

( 7/25/2000, 10:25:30, F4=Main Menu )
Security Menu (F9)
2 - Security Configuration Menu
4 - Change Security Menu Password
\_ dnID069c/

3.1.2 SECURITY MENU SCREEN
Security Configuration Menu - Select this menu if you would like to :
» program or modify a Security Configuration.
» program or modify the Security Configuration Timer Table.
» change the Current Security Configuration.
» change the Security Software Switch Status.

Change Security Menu Password - Use this to change the Password.
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3.1.3 SECURITY CONFIGURATION MENU SCREEN

The Security Configuration Menu is accessed from the Security Menu by pressing ﬂ The
following is a description of the items on Security Configuration Menu screen (Figure 3.3).

Security Configurations 1 thru 8 can be accessed by pressing H - . By programming a
Security Configuration you can set the security status of each floor for Hall Calls (locked or
unsecured) and for Car Calls (locked, unsecured or secured). Program one at a time. You
don't have to program all eight of them. See Section 3.5 for programming details.

The Security Configuration Timer Table, selection

, lets you set up a time schedule to

determine which Security Configuration will be the current configuration when the Security
Configuration Status is set to Timed. Each of sixteen timers can be programmed to select one
of the eight Security Configurations. See Section 3.6 for details.

FIGURE 3.3

3-4

Security Configuration Menu (F9, 2) Screen

7

7/21/2000,

10:25:30, F4= Main Menu

Security Configuration Menu (F9, 2)

Security Configuration #1
Security Configuration #2
Security Configuration #3
Security Configuration #4
Security Configuration #5
Security Configuration #6
Security Configuration #7

Security Configuration #8

1
2
3
4
5
6
7
8
9
B
C

Master Software Key: ENABLED BSI: ON

Security Configuration Timer Table
Security Configuration Status: Manual #1

Security Software Switch Status: ON

Security Status: ON

dniD072b /
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Security Configuration Status, selection , allows manual selection of Security
Configuration #1 - #8 as current configuration , or Timed operation. The current status is
displayed, i.e. Security Configuration Status: Manual #2, : Timed #3 or : Timed OFF. Manual
#2 means that Security Configuration #2 is the current configuration and it is manually selected.
Timed #3 means that Security Configuration #3 is the current configuration and it is selected
via the Security Configuration Timer Table. Timed OFF means that Timed operation is selected
and that System Security is OFF because none of the timers in the Security Configuration
Timer Table are valid at this time. The Security Configuration Status option Timed will appear
only if one of the sixteen timers in the Security Configuration Timer Table has a Timer Status
of On.

Security Software Switch Status selection @ lets you set the Security Software Switch
Status to ON or OFF. The current status is displayed, i.e. Security Software Switch
Status: ON. The Security Software Switch Status is one of four elements that determine the
System Security Status. The other three elements are the Master Software Key Status (see
Section 3.2.1), the optional BSI Input (see Section 3.2.2) and the Security Configuration Status
described above. The Security Status Decision Matrix (see Table 3.1) shows how each element
affects the System Security Status.

Status Line - The line at the bottom of the screen is the status line. The status line contains
important, continuously updated information on the status of the Master Software Key, BSI
input, and System Security Status.

Security Status - The current status of the Elevator's Security system is displayed next to
Security Status. It is determined by the status of the Master Software Key, BSI input, Security
Software Switch, the Security Configuration Status, and the Security Configuration Timer Table
if in Timed operation (see Section 3.2).
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3.2 TURNING ELEVATOR SECURITY ON AND OFF
There are four elements that determine if Elevator Security is ON or OFF. These elements are:

Master Software Key Status
Security Software Switch Status
BSI Input Status (optional)
Security Configuration Status

The way in which each element affects the Security Status is depicted in the Security Status
Decision Matrix, (Table 3.1).

TABLE 3.1 Security Status Decision Matrix

Inputs or Software Settings Outputs or Results
Master Security BSIx Security Security Security Status
Software Software Input Configuration Configuration
Key Status | Switch Status | (optional) Status inuse
Deactivated n/a n/a n/a none OFF
Activated n/a n/a n/a 1 ON
1 thru 8 per
Enabled Manual Security Config. ON
1thru 8
ON n/a Status
Timed 1thru8 ON or OFF
per Timer Table per Timer Table
OFF n/a none OFF
Manual 1 thru 8 per
OFF 1 thru 8 Security Config. ON
ON Status
Timed 1 thru 8 ON or OFF
per Timer Table per Timer Table

* Ignore the shaded area unless the optional BSI input is included

3.2.1 MASTER SOFTWARE KEY STATUS

The Master Software Key is a board-level control of the security system mainly for use during
periods when the CRT is not operational. The Master Software Key can be set to Activated,
Deactivated or Enabled through the controller's Computer Swing Panel.

When the Master Software Key is set to Activated, the Security Status is ON and Security
Configuration #1 is in use. When the Master Software Key is set to Deactivated, the Security
Status is OFF. When the Master Software Key is set to Enabled, the Security Status and the
current configuration are determined by the status of the Security Software Switch, the BSI
input (optional), and the Security Configuration Status (see Table 3.1, Security Status Decision
Matrix).
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3.2.2

42-02-S024

Place function switch F7 in
the ON (up) position. The
alphanumeric display shows
PASSWORD.

Set the Al - A8 switches to
the password value. If no
password has been
programmed for this job

AAAAAA
111119
43210

FF
N S ¢

IO Y [N

‘\ 3

CHANGING THE MASTER SOFTWARE KEY SETTING - Changes to the Master Software Key
setting are made through the controller's Computer Swing Panel in System Mode.

M
Diagnostic Indicators
Alphanumeric Display ? igﬁ ? i i i !

Car
Diagnostic On A

1 TN [
FFFF Norm B AAAA AAAA
5432 Car \ 8765 4321

@ A1-A8

(whichis normally the case),
set Al - A8 to OFF (down).

Press and hold the S push button until the
alphanumeric display shows *SYSTEM*.The eight
vertical status indicators scan from bottom to top. In
System Mode, if function switches or pushbuttons
are not pressed for two minutes, the computer exits
System mode and returns to Normal mode.

Place function switch F3 (F5 on a Simplex Car) in
the ON, up position, to access the Master Software
Key. The alphanumeric screen will display MSK:
ENAB, MSK: ACTI, or MSK: DEAC. These are
abbreviations for Enabled, Activated, or Deactivated
respectively.

Press the S push button to change the current
setting of the Master Software Key.

Place the function switches in the OFF, down
position when finished. The normal state is Enabled
so that Security can be controlled via the terminal.

SECURITY SOFTWARE SWITCH

® With all other switches down, push the F7 switch up

Dnwp057

Alphanumeric Display

¥SYSTEMX
poooon RPN R RRTS

AAAAAA N
111119
43210

FF FFFF
76 5432

@ Push F3/
F5 switch up

® Press
and hold 8

Dnwp058

Alphanumeric Display

MSK: ENAB
mw

FF FFFF

AAAAAA
76 5432

111119
43210

® Place all
switches down

® Press S for
desired setting

When the Master Software Key is set to Enabled, changing the Security Software Switch Status
can turn the building’s security ON or OFF. Select [f;ﬂ from the Security Configuration Menu
to bring up the following selection line below the menu.

Set Security Software Switch: OFF

Use or to move the cursor to ON or OFF, then press .

The current status is continuously updated and displayed:

C - Security Software Switch Status: ON
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3.2.3

3.2.4

3-8

BSI

The Building Security Input (BSI) is an input to the controller. It could be a connected to a
hardware key-switch that is turned ON or OFF. The status of the BSI input is displayed next
toit. Not all systems have the Building Security Input. If your system does not have this input,
ignore BSI. Table 3.1 shows how the Security Status is affected by the BSI input.

SECURITY CONFIGURATION STATUS

The current Security Configuration can be selected manually or automatically (Timed). Manual
selection means that the CRT terminal is used to manually select one of the eight Security
Configurations to be the current configuration. Automatic selection means that the current
configuration will be determined via the Security Configuration Timer Table. When the Security
Configuration Status is Timed, the system will search the Security Configuration Timer Table
constantly to achieve automatic selection of the current configuration. If none of the timers in
the Security Configuration Timer Table is valid for the current day and time, then Security will
be OFF. Security can be turned ON and OFF automatically via the Security Configuration
Timer Table.

When one of the eight Security Configurations is selected manually, Security is ON if the
Master Software Key is Enabled and the Security Software Switch and/or BSl is ON (see Table
3.1)

SETTING THE SECURITY CONFIGURATION MANUALLY - To manually select the Security
Configuration press [B ||in the Security Configuration Menu. The following line will appear under
the Menu (the Timed option may not appear):

Select Current Configuration: 1 2 3 M 5 6 7 8 Timed

Use [¢]] or [, to move the cursor or press m thru [f;ﬂ Select Security Configuration 1 thru 8
and press . The new status will then be displayed:

C - Security Configuration Status: Manual #4

SETTING THE SECURITY CONFIGURATION AUTOMATICALLY (TIMED) - If you would like
the system to automatically select different Security Configurations for different time periods
based on the Security Configuration Timer Table, select [f;ﬂ from the Security Configuration
Menu. The following line will appear below the menu:(The Timed option will not be displayed
unless at least one Timer in the Security Configuration Timer Table has a Status of ON).

Select Current Configuration: 1 2 3 4 5 6 7 8 Timed

Use or || to move the cursor to Timed or press I and press . The new status
will be displayed:

C - Security Configuration Status: Timed #3
Timed #3 indicates that Timed mode of operation has been selected and Security Configuration
#3is the current configuration as determined by the Security Configuration Timer Table. If none
of the timers in the Security Configuration Timer table are valid at this time (the current time
falls between Start Time and End Time and Day includes today) the following will be displayed:

C - Security Configuration Status: Timed OFF
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3.3 USING THE CRT TERMINAL TO PROGRAM THE ELEVATOR SECURITY

The Elevator Security system must be properly programmed to set up the security for your
building's needs. Here are some of the things that need to be programmed before running
security on the elevator control system.

» Password for Security Menu access
» Security Configurations
» Security Configuration Timer Table

The following sections will explain how to program them. In this process you will use the
following keys:

gﬁﬂl to make a selection or to confirm a selection.
JEsc ]| to abort or exit an operation, to exit a sub-menu.
I to 2] to select a particular item from a Menu.

\/Eﬁl to move cursor around when programming or scrolling the screen.
T8 to quickly move the cursor from one field to another.
[ Jand 2]  to make changes. [! ]| to Increase a value. to Decrease a value.

] to save the changes.

3.4 PROGRAMMING THE SECURITY MENU PASSWORD

Access to the Security Menu is password protected. The password may contain up to 8
characters. These characters may be alphabetic or numeric and can include spaces and
punctuation. When no password is programmed you can access the Security Menu without
restriction. There is no password programmed when the controller is shipped.

NOTE: You should program the password as soon as installation of the controller
is completed.

3.4.1 CHANGING THE PASSWORD

To change or program the password, press [I‘Q} while the Security Menu is displayed (Figure
3.2). The screen will change to:

Change Security Password (F9, 4)
Enter Current Password:Jj
Enter New Password:
Confirm New Password:

Type in the current password and press . The password itself will not appear on the
screen when you type it. Instead, an asterisk (*) will appear for each character typed.

Then type in the new password, up to eight characters, and press [@ The new password

must be typed a second time for confirmation. The new password will not be displayed while
being typed. An asterisk (*) will appear for each character typed.

42-02-5024 BASIC SECURITY WITH CRT - SWING PANEL + 3-9



3.4.2 LOST OR FORGOTTEN PASSWORD
If you lose or forget your password, type a question mark '?' at the password prompt and press
Enter | The following will appear on the screen:

MCE Security Reference #: XX
XX is a number between 0 to 15, randomly generated by the system.

Call MCE Technical Support and tell them the reference number. They will give you a
temporary password. Type in the temporary password and press M If you make a mistake
while typing the temporary password, try again. Then choose a new password, enter it and
confirm it as described in Section 3.4.1.

3.5 PROGRAMMING THE SECURITY CONFIGURATIONS

3-10

A Security Configuration consists of a Hall Call Map, an Auxiliary Hall Call Map if an auxiliary
hallway exists, and several Car Call Maps, one for each car (see Figure 3.4). The first column
is the floor number displayed in landing labels, followed by columns for the Hall Call Map,
Auxiliary Hall Call Map (not shown here), and Car Call Maps. The Auxiliary Hall Call Map will
not be shown if the system is not equipped with auxiliary hall calls. The Car Label for each car
is displayed on top of the Car Call Map.

NOTE: Figure 3.5 shows an example of the optional Per-Car Hall and Car Call
Mapping.

A floor’s security status for hall calls can be either Unsecured, indicated by a '.' or Locked,
indicated by an 'L'. Unsecured for hall calls means that access to elevators from that floor is
unrestricted. Locked for hall calls means that access to elevators from that floor is not
permitted. The setting can be different for Up Hall Calls, column UP, and Down Hall Calls,
column DN, on the same floor. Normally all floors, for hall calls, are unsecured so all hall calls
are registered. When a floor is locked for hall calls, no one can leave that floor via the elevator.

A floor’s security status for car calls can be Unsecured, indicated by a'.", Locked, indicated
by an 'L' or Secured, indicated by an 'S'. Unsecured for car calls means that access to that
floor is unrestricted. Locked for car calls means that access to that floor is not permitted.
Secured for car calls means that access to that floor is permitted only if the valid Security Code
is entered within 10 seconds. The security system can not Secure afloor unless a Security
Code has been programmed as described in Section 3.7 Viewing and Changing the
Security Codes.

If there are two different lobbies on the same floor, the floor’s security status could be different

for calls from different lobbies. The lobbies are symbolized by 'F' and 'R' indicating the Front
door lobby and the Rear door lobby.
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FIGURE 3.4  Security Configuration #4 (F9, 2, 4) Screen
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é 11/3/2000, 10:25:30, F4=Main Menu )
Security Configuration #4 (F9, 2, 4)
Flr Hall Calls Car Calls
UP UP 1 2 3 4
FR FR FR FR FR FR
10 el e .. .. .. ..
9
§ LL LL SL 8L LL LL
3 e .. .. .. ..
3 ..
2 ..
1 ..
B B
ARROWS: Select, 1: Locks, 2: Secures, Spacebar: Unsecures, S: Saves
\_ dnID134d J

PROGRAMMING THE HALL CALL AND CAR CALL MAPS - Use arrow keys to move the
cursor and use [ | or f2]| to change the floor security status. When [! | or [o]] is pressed, the
character under the cursor will switch between ., 'L" and 'S".

Unsecured When a floor is Unsecured, all hall calls from the floor and car calls to
the floor respond normally.

S = Secured This status only exists for car calls. When a floor is Secured, access to
the floor is restricted and any car call to that floor requires a valid
Security Code.

L = Locked When a floor is Locked, no hall calls or car calls are allowed to be

registered. For a hall call, it means no one can leave the floor. For a car
call, it means no one can go to that floor.
Use the arrow keys to move the cursor from one field to another and use the |, | and 2] keys
to make changes. When you are ready to save the changes, press [ﬁﬂ The system will ignore
the [ﬁﬂ key if no entries were altered. Otherwise, a prompt save changes? (Y/N) will appear

at the bottom of the screen, press [[Y ]| to confirm the save. Press [V] to not save the changes.
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PER-CAR HALL AND CAR CALL MAPPING - If so ordered from the factory, your system may
offer Per-Car Hall Call Security. Without Per-Car Hall Call Security, only car calls are configured
on a per-car basis as shown in Figure 3.4. With Per-Car Hall Call Security, both hall and car
calls may be configured on a per-car basis as shown in Figure 3.5.

FIGURE 3.5  Optional Per-Car Hall and Car Call Mapping
é 1/30/2003, 10:25:30, F4=Main Menu )
Security Configuration #4 (F9, 2, 4)
----- CARS -----
A C
Floor Call Type FR FR FR FR
Hall Up: ..
5 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
4 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
3 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
2 Car Call: L L.
Hall Down: L L.
Hall Up: .o .o L L.
1 Car Call: .- .o .
Hall Down: L. L.
Hall Up: L. L.
c Car Call: L. L.
Hall Down: L. L.
Hall Up: L. L.
B Car Call: L. L.
Hall Down: L. L.
Hall Up: L. L.
A Car Call: L. L.
Hall Down: . ..
ARROWS: Select, 1: Locks, 2: Secures, Spacebar: Unsecures, S: Saves
\_ dnAI013
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3.6

ﬂ NOTE: If no timers are found with a defined day and time period into which the

PROGRAMMING THE SECURITY CONFIGURATION TIMER TABLE

The Security Configuration Timer Table has 16 time schedules, Timer #1 thru #16. Each timer
has a column for Start Date, End Date, Day, Start Time, End Time, Action, and Status. The
timers can be programmed to specify which Security Configuration will be the current
configuration based on the date or day of the week, starting at Start Time and ending at End
Time. The timer itself can also be set to ON or OFF, in use or not in use, via the Status.

When Master Software Key Status is Enabled and the BSI and/or the Security Software Switch
Status is ON, and the Security Configuration Status is Timed, the controller will search the
Security Configuration Timer Table for a timer with a Status of ON. The controller will then
compare the current day and time with the day and time period defined in the timer. The highest
priority timer found that has a defined day and time period into which the current day and time
falls will be the active timer. The current configuration will be determined by the setting under
Action inthe active timer. The timers are searched continuously to achieve automatic switching
of configurations.

current day and time falls, the Security Configuration Status will be Timed
OFF and the Security Status will be OFF.

To program the Security Configuration Timer Table, press at the Security Menu. The

Security Configuration Timer Table screen will appear, as shown in Figure 3.6. All 16 timers
(time schedules) are displayed and can be programmed on this screen. Each timer has seven
programmable fields: Start Date, End Date, Day, Start Time, End Time, Action, and Status.
Timer #1 has highest priority and Timer # 16 has lowest priority. A timer’s Status must first be
changed to ON before other fields can be edited.

FIGURE 3.6  Security Configuration Timer Table (F9, 2, 9) Screen

42-02-S024

( )

12/11/2000, 10:25:30 AM, F4=Main Menu
Security Configuration Timer Table (F9,2, 9)

Priority Start End Start
High to Low Date Date Time i Action

Timer #1 7/4/2000 7/4/2000 :00 AM : Config #1
Timer #2 --/--/-- --/--/-- :00 AM : Config #2
Timer #3 -—f-=/-- -—f-=/=-- :00 PM : Config #3
Timer #4 -f-=/-- -—f-=/-- :00 PM : Config #3
Timer #5 --/--/-- --/--/-- :00 PM : Config #4
Timer #6 12/25/2000 12/27/2000 :00 AM : Config #5
Timer #7 /--/ /--/ t--

Timer #8 -

Timer #9 ==

Timer #10 t--

Timer #11 t--

Timer #12 ==

Timer #13 t-- : OFF
Timer #14 t-- : OFF
Timer #15 e : OFF
Timer #16 : : OFF

Use the +/- keys to change the day on which this timer is active. Value may be a
single day of the week like SAT for Saturday or a range of days M-F for

Monday thru Friday. The setting ALL means the timer is active everyday.

The setting DATE means the timer will be active only on the dates specified

in the Date fields.

ARROWS: Select, +/-: Edits, S: Saves

\_ dnID218b/
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EDITING METHODS - Use the arrow keys to select (highlight) the parameter to be edited.
Instructions for editing appear at the bottom of the window. The method of editing varies
depending on the selected field, i.e. when the Day, Action or Status fields are selected the
Space Bar can be used to scroll through the available options or the | / D or + / - keys can be
used to increment or decrement the value. To edit the Date field, the Day field must be set to
DATE.

When the Start Time or End Time fields are selected, press Enter to edit and then type the new
value. Most of the standard text editing keys are functional. Use the Arrow keys to select a
character and type a new value over the old value. The Insert key toggles type-over and insert
modes. The Delete key deletes the next character. The Home key moves the cursor to the far
left and the End key moves the cursor to the far right. Press Enter when you have finished
editing or Esc to cancel the edit.

SAVING THE CHANGES - Edited parameter values do not become effective until they are
saved. Save the changes by pressing the S key. A message, Save changes? (Y/N),is
displayed. PressY to save or N to not save and continue editing. If you exit the screen without
saving, the message, save changes? (Y/N), is displayed. Press N to exit without saving
the changes. If Y is pressed, a confirmation message, Save Complete, is displayed. If there
isaproblemthe message *** ERROR Saving Parameters ***isdisplayed. Contact MCE
Technical Support for assistance.

The following is a description of the possible values for each field in the Security Configuration
Timer Table:

Start Date and End Date - These fields specify the dates on which this timer will be active. To
edit these fields, the Day field must be set to DATE.

Day - Day specifies the day or days of the week. There are ten choices: MON, TUE, WED,
THU, FRI, SAT, SUN, M-F, ALL and DATE. M-F means Monday through Friday. ALL means
all seven days of a week.

Start Time and End Time - These fields define the time period for each timer. The hour
ranges from 0 to 23, and the minute ranges from 0 to 59. The earliest time is 12:00 AM (00:00)
and the latest time is 12:00 AM (00:00). An End Time of 12:00 AM (00:00 means the timer
stays active until the end of the day. Both start time and end time must be in the same day. No
time period can be defined greater than 24 hours or defined across midnight.

Suppose you would like to use a configuration overnight. For example, suppose that
Security Configuration #5 has been defined for 8:00 PM (20:00) to 6:00 AM (06:00)
Monday through Friday. Use two timers and set the Day field of both timers to M-F.
Set one timer’s start time to 8:00 PM (20:00) and end time to 12:00 AM (00:00. Set
the second timer’s start time to 12:00 AM (00:00), and End Time to 6:00 AM (06:00).
Set Action to Config #5 and Status ON for both timers.

CAUTION: Be careful not to define timers that overlap. If the Start Time of one
timer is earlier than the End Time of another timer they may not
operate as you expect.

Action - This field tells the system which Security Configuration to use in the time period
defined by this timer.
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Status - Status provides an easy way to turn a timer ON or OFF. If the Status is OFF, the
Timer will not be used. If you set up a timer and for some reason you decide not to use it now,
just turn the Status to OFF. Later when you want to use it again, set its status to ON.

Example: Youwould like the system to use Security Configuration #4 from 8 am
to 4 pm, Monday through Friday.

Step 1: Program Security Configuration #4.

Step 2:  Select on the Security Configuration Menu.
Step 3: Find a free timer and set the Status to ON.
Step 4:  Set the Day to M-F.

Step 5:  Set the Start Time to 8:00 AM (08:00).

Step 7:  Set the End Time to 4:00 PM (16:00).

Step 9:  Set the Action, to Config #4.

Step 11: Press [§ ] then [Y ] to save it.

Step 12:  Press [ESC]] to exit.

Repeat these steps to program other timers.

42-02-5024 BASIC SECURITY WITH CRT - SWING PANEL + 3-15



3.7

VIEWING AND CHANGING THE SECURITY CODES

The security code for each floor may consist of one to eight characters, where each character
is one of the floor buttons found in the elevator car. Each floor may have a different code
length. A floor can not be Secured unless a Security Code has been programed.

Appendix, Security Information and Operation, provides instructions for elevator passengers
who will be using the elevator while Security is ON. Space has been provided for recording
the security codes for each floor.

The Security Codes are viewed and changed using each Simplex or Local Car controller’s
Computer Swing Panel while in the “System Mode” of operation (see Section 3.2.1 for more
information on System Mode).

1.

3-16 -

Place the F7 switch in the ON (up)
position. All other switches should be
down.

Press and hold the S pushbutton until
SYSTEM appears in the alphanumeric
display.

Place the F3 switch in the ON (up)
position. The display will show the 1*
floor’s security status. If “NOT USED” is
displayed, the elevator is not equipped
with the Security option.

To view subsequent floor’s security status,
press the N pushbutton.

Table 3.2, Changing the Floor Security
Status and Security Code, describes the
steps required to change a floor’'s security
code. Although it is possible to program
each car to have a different Security Code
for the same floor, this would be difficult to
manage.

When viewing / changing is complete, move

@ Push F7
switch up

Alphanumeric Display

*SYSTEM *

@ Press and

hold S until
LLLLY System is
111119 displayed

® Push F3
switch up

Dnwp061

B = Basement
NSCR = not secured

Alphanumeric Display

B
Riooooo R RV

AAAAAA S FF FFFF

111119
11 76 5432

@ Press N to view next
floor's security status
Dnwp062

all switches to OFF (down) to exit System mode.
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TABLE 3.2 Changing the Floor Security Status and Security Code (Simplex or Local Car)
Switch Explanation Alphanumeric Display
Step 1 To begin, display the 1* floor’s status Example: B NSCR
F3 ON (up) While in the System mode, turn function B = basement
switch F3 ON (up). NSCR = not secured
Step 2 To display another floor’s security status Example: 1 SCRD
Press N Steps to the next floor's security status. 1 =floor #1
Press N again for the next floor, etc. SCRD = secured
Step 3 To select a floor to view or change a code | Example: 2 1=3
Press S With the floor’'s security status displayed, For floor 2, the first character in the
press S. The first character of the floor's code is 3.
security code is then displayed.
Step 4 To change a code character .
Example : 2 1=5
Press S Steps through the available code . :
characters. When the desired character is For floor 2, the first security character
. IS now 5.
displayed, go to Step 5.
Step 5 To display the next code character Example 1: 2 2=4
Press N Steps to the next character in the code. For floor 2, the second character in
To change more characters, repeat steps the code is 4.
4 and 5.
Example 2: 2 1=END
The last character of a code must be the
word END if the code is less than eight For floor 2, the first character in the
characters long. security code is the word END. Floor
2 is unsecured.
Step 6 To end and save Example : 2 NSCR
Press N If END is chosen as a code character or if
this is the eighth character, when N is If END was chosen for first character,
pressed the computer saves the code and this floor has no security code and is
displays the current floor's security status. unsecured. Using END for any other
To view or change the code for another character just ends that code, but the
floor, return to step 2. floor is still secured.
F3 and E7 To exit System mode Example: 11:04:27
switches Every security code must end with the The time displayed
OFF
word END or be 8 characters long. If not,
(down) Al
the processor remains in System mode.
3.8 PROGRAMMING CHECKLIST
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Use following checklist to ensure that all of the elements required for proper operation of Basic
Security with CRT have been programmed. Refer to the listed section for a description and
instructions for programming each item.

1. Security Menu Password (Section 3.4).

2. Master Software Key (Section 3.2.1)

3. Security Software Switch (Section 3.2.2)

4. BSI Input, if applicable (Section 3.2.3)

5. Security Configuration Status (Section 3.2.4)

6. Security Configurations, as required (Section 3.5)

7. Security Configuration Timer Table (Section 3.6)

8. Security Codes (Section 3.7)
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SECTION 4
BASIC SECURITY WITH CRT - PTC AND PHC

4.0 GENERAL
This section pertains to Basic Security with CRT for Programmable Traction Controllers (PTC)
and Programmable Hydraulic Controllers (PHC). Refer to Section 3, Basic Security with CRT -
Swing Panel for all other controllers.

4.1 INTRODUCTION - PRODUCT DESCRIPTION

42-02-S024

Basic Security with CRT is an extension of MCE's Basic Security. The security configurations
and timer table are programmed through a CRT terminal or PC connected to the MC-PA board.
The Security Codes and Master Software Key are programmed at the controller’'s Main
Processor (MC-PCA).

Basic Security with CRT features include:
» Aflexible, easy to program, menu system.
» A user-programmable password for regulating access to the menu system.

» Eight programmable security configurations. The security configuration can be manually
selected via the terminal or automatically selected by the Security Configuration Timer
Table.

» Sixteen programmable time schedules in the Security Configuration Timer Table. This
allows system flexibility to automatically switch between the eight different security
configurations.

Basic Security with CRT provides a means to prevent registration of unauthorized car calls
and/or hall calls. As with Basic Security, the security codes for each floor are programmed
using the controller's Main Processor board (MC-PCA-xx). However, additional programming
options are available via a CRT terminal or PC.

Using a CRT terminal or PC, up to eight Security Configurations can be programmed. The
Security Configurations allow each floor to be designated as unsecured, secured or locked for
car calls and either unsecured or locked for hall calls. These terms are defined as follows:

» unsecured = unrestricted access, all car and/or hall calls are registered
* secured = access restricted, valid security code required to register car calls
» locked = no access, car calls and/or hall calls are not registered

Floors for which a security code and a Security Configuration have been programmed are
secured when that configuration is active and security is ON. In order to gain access to a
secured floor via the elevator, the correct security code must be entered using the Car
Operating Panel (COP) buttons. When the COP button for a secured floor is pressed, the
button’s indicator will flash to indicate that a security code is required. The passenger must
enter the correct code within 10 seconds, otherwise the call will not be registered and the
indicator will turn OFF.

BASIC SECURITY WITH CRT - PTC AND PHC - 4-1



Basic Security with CRT allows security to turned ON or OFF, and the determination as to
which of the eight Security Configurations is to be active on any day or time, based on a
programmable time schedule called the Security Configuration Timer Table.

4.1.1 MAIN MENU SCREEN

The terminal’s Main menu allows access to the Security Menu using selection m,
Security Menu.

FIGURE 4.1 Main Menu

( 98/09/03 10:24:17 F4 = Main Menu
MCE CRT Display Option
Main Menu
F1 - Job Configuration Summary
F2 - System Performance Graph
F3 - Graphic Display of Elevator Status
F4 - Main Menu
F5 - CRT Terminal Initialization
F6 - Computer Parameters
F7 - Special Event Calendar Menu
F8 - Car -a- Inputs and Outputs
Shift F4 - Change Modem Login Password
Shift F5 - Security Menu
Shift F6 - CMS Parameters
- o)

PASSWORD PROTECTED ACCESS TO THE SECURITY MENU - The Security Menu
is a password protected screen. If no password is programmed, the Security Menu
(Figure 4.2) will appear. If a password has been programmed, the following will appear.

Standard Security - CRT Option

Enter Password > _

Press ENTER after last character

Type in the password and press . The password itself will not appear on the screen.
Instead, an asterisk (*) will appear for each character typed. When the correct password is
entered, the Security Menu will appear.

ﬂ NOTE: If no password has been programmed you can gain access to the Security

Menu by pressing [ENTER|. The controller is shipped without a password
programmed. Section 4.4 describes how to program or change the
password.
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FIGURE 4.2  Security Menu Screen

4.1.2
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~

( 98/08/14 16:25:30 Esc = Previous Menu

Security Menu

1 - Security Configuration # 1

2 - Security Configuration # 2

3 - Security Configuration # 3

4 - Security Configuration # 4

5 - Security Configuration # 5

6 - Security Configuration # 6

7 - Security Configuration # 7 Security Config. #1 is
8 - Security Configuration # 8 currently selected
9 - Security Configuration Timer Table and S_et to Manual
A - Change Menu Password (nOt tlmed)

B - Security Configuration Status: Manual #1

C - Security Software Switch Status: ON

Security is ON

Master Software Key: JRHEIIRYe BSTI: m Security Status:

SECURITY MENU SCREEN
The following are descriptions of the items on the Security menu screen: (Figure 4.2).

Security Configurations 1 thru 8 are accessed by pressing thru . By programming a
Security Configuration you can set the security status of each floor for hall calls (locked or
unsecured) and for Car Calls (locked, unsecured or secured). Program one floor at a time.
Program only those needed. It is not necessary to program all eight. See Section 4.5 for
details.

Security Configuration Timer Table, selection @ is a time schedule for the Security
Configurations. The table (schedule) determines when a security configuration will be ON, or
the current configuration. The Security Configuration Status must be set to Timed for the timer
table to have any effect. Each of sixteen timers can be programmed to select one of the eight
Security Configurations. An asterisk (*) will appear next to the currently active timer. See
Section 4.6 for detalils.

Change Menu Password, selection [;\;ﬂ, is used to set or change the Security Menu Password.
Access to the Security Menu is restricted to users with a valid password. See Section 4.4.
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Security Configuration Status, selection [f;ﬂ is used to select Security Configuration #1 -
#8 as the current configuration manually, or setto Timed operation. The following are sample
status messages and their meaning:

B - Security Configuration Status:

Manual #4 = Security Configuration #4 is the current configuration and it is manually selected

B - Security Configuration Status: pBiltcEE: ]

Timed # 3 = Security Configuration #3 is the current configuration and it is selected via the
timer table

B - Security Configuration Status: fskil-teRNeliy

Timed OFF = Timed operation is selected, however the security status is OFF because none of
the timers in the table are valid during this time.

Security Software Switch Status, selection [,C;D lets you set the Security Software Switch
Status to ON or OFF. The current status is displayed, for example:

B - Security Software Switch: m

Status Line - The line at the bottom of the screen is the status line. The status line contains
important, continuously updated, information on the status of the Master Software Key, BSI
input and the Security Status (described below).

Security Status - The current status of the Elevator’'s Security system is displayed next to
Security Status. It is determined by the status of the Master Software Key, BSI input, Security
Software Switch, the Security Configuration Status, and the Security Configuration Timer Table
if in Timed operation.
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4.2

TURNING ELEVATOR SECURITY ON AND OFF

There are four elements that determine if Elevator Security is ON or OFF. These elements are:

» Master Software Key Status .
» Security Software Switch Status .

BSI Input Status (optional)
Security Configuration Status

The way in which each element affects the Security Status is depicted in the Security Status
Decision Matrix Table 4.1.

Table 4.1 Security Status Decision Matrix

Inputs or Software Settings Outputs or Results
Master Security BSIx Security . . . .
Software Key Software Input Configuration Securltyigcilr;féguranon Security Status
Status Switch Status [ (optional) Status
Deactivated n/a n/a n/a none OFF
Activated n/a n/a n/a 1 ON
Manual 1 thru 8 per Security ON
1thru 8 Config. Status
ON n/a 5 5
. . N or OFF
Timed 1 thru 8 per Timer Table per Timer Table
Enabled OFF n/a none OFF
Manual 1 thru 8 per ON
OFF o 1thru 8 Security Config. Status
N
Timed 1thru 8 ON or OFF
per Timer Table per Timer Table

* Ignore the shaded area unless you have a BSlI input to the controller.

4.2.1
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MASTER SOFTWARE KEY STATUS

The Master Software Key is a board-level control of the security system mainly for use during
periods when the CRT terminal or PC is not operational. The Master Software Key can be set
to Activated, Deactivated or Enabled through the MC-PCA Main Computer board.

When the Master Software Key is set to Activated, the Security Status is On and Security
Configuration #1 is in use. When the Master Software Key is set to Deactivated, the Security
Status is Off. When the Master Software Key is set to Enabled, the Security Status and the
current configuration are determined by the status of the optional BSI input the Security
Software Switch and the Security Configuration Status (see Table 4.1, Security Status Decision
Matrix).

CHANGING THE MASTER SOFTWARE KEY SETTING - (7 =~ e N\
Changes to the Master Software Key setting are made Bl [+

through the MC-PCA board’s On-Board Diagnostics Menu.

1. Place the car on Inspection.

N S FUNCTION SWITCHES + -
F8 FTFS F6_F4 F3 F2F1

%@ il o9

2. Place function switch F1 in the Up position.
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FUNGTION SWITCHES

3. Press the N push button until the Extra Features Menu |N § J0R0ooe  + -

appears on the display. % T, %

N S FUNCTION SWITCHES + -

P8 FTF6 F5_F4 F3 R2F1

@@)%M%ﬂ

4. Press the S push button once.

i

5. Then press the N push button until Master Software Key:
appears on the display.

N S FUNGTION SWITGHES + -

i
L
N 8§ Tanmae + - u

@@)%%ﬂ% @)

—te

6. To change to current setting, press the S push button.
The display will cycle through the available settings,
Activated, Deactivated and Enabled. When the desired
setting is displayed ...

7. Pressthe N push button until Save Changes is displayed. Press the S push button to Save
the new Master Software Key setting and return the function switch F1 to the down position.

CAUTION: Be careful not to inadvertently change other options on the controller,

as any and all changes will be saved in the MC-PCA board as a result

of the Save Changes operation. Section 5 of the controller manual
describes, in detail, how to program the computer.
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4.2.2

4.2.3

4.2.4
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SECURITY SOFTWARE SWITCH

When the Master Software Key is set to Enable, changing the Security Software Switch Status
can toggle the building’s Security Status ON or OFF. Select [,C;D from the Security Menu to
bring up the following selection line below the menu.

Select Security Software Switch > OFF m

Use or [;_;ﬂ to move the cursor to ON or OFF, then press .

The current status is continuously updated and displayed:

C - Security Software Switch Status: OFF m

BSI

The Building Security Input (BSI) is an input to the controller. It could be connected to a
hardware key-switch that is turned on or off. The current status of the BSI input is displayed
on the Security Menu Status Line. Not all systems require the Building Security Input. If your
system does not have this input, ignore BSI. Table 4.1 shows how the Security Status is
affected by the BSI input.

SECURITY CONFIGURATION STATUS

The current Security Configuration can be selected manually or automatically (Timed). Manual
selection means that you manually select one of the eight Security Configurations to be the
current configuration. Automatic selection means that the current configuration will be
determined by the Security Configuration Timer Table. When the Security Configuration Status
is Timed, the system will search the Security Configuration Timer Table constantly to achieve
automatic selection of the current configuration. If none of the timers in the Security
Configuration Timer Table are valid for the current day and time, then the Security Status will
be OFF.

When one of the eight Security Configurations is selected manually, the Security Status is ON
if the Master Software Key is Enabled and the Security Software Switch and/or BSI are ON (see
Table 4.1)

SETTING THE SECURITY CONFIGURATION MANUALLY - To manually select the Security

Configuration press in the Security Menu. The following line will appear under the Menu
(the Timed option may not appear):

Select Security Configuration > 1 2 3“ 5 6 7 8 Timed

Use €] or [2]] to move the cursor or press [ || thru 8 I Select Security Configuration 1 thru 8
and press . The new status will then be displayed:

B - Security Configuration Status:
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SETTING THE SECURITY CONFIGURATION AUTOMATICALLY (TIMED) - To set the system
to automatically select different security configurations for different time periods based on the
Security Configuration Timer Table , select from the Security menu (the Timed option will
not display unless at least one timer in the Security Configuration Timer Table has a status of
ON). After pressing the following line will appear below the menu:

Select Security Configuration > 1 2 3 4 5 6 7 8

Use ] or [?]] to move the cursor to Timed or press I [ and press . The new status will
be displayed:

B - Security Configuration Status: [sbul-tclE X]

Timed #3 indicates that Timed mode of operation is selected and Security Configuration #3 is
the current configuration as determined by the Timer Table. If none of the timers in the Security
Configuration Timer table are valid (the current time falls between start time and end time and
day selected) the following will be displayed:

B - Security Configuration Status: Jussut-telNe):
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4.3 USING THE CRT TERMINAL TO PROGRAM THE ELEVATOR SECURITY

The Elevator Security system must be properly programmed for your building's needs. Three
things that need to be programmed before running security on the elevator control system are
as follows:

w Password for Security Menu access
i Security Configurations
i Security Configuration Timer Table

The following sections will explain how to program the security system. Table 4.2 describes
the keystrokes used in programming the system.

TABLE 4.2 Programming Keystrokes

@ﬂ' to make a selection or to confirm a selection.

/A

[ or 2] to abort or exit an operation, to exit a sub-menu.

[t to select a particular item from a Menu.

@ used together with a function key to make a selection.

m [;@J to quickly scroll when programming or when viewing the diagnostic records.
,l‘,l to move cursor around when programming or scrolling the screen.

TAB to quickly move the cursor from one field to another.

[l Jand o] to make changes. [! || to Increase a value. [0 to Decrease a value.

5] or A ] to save the changes.
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4.4
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4.4.2

PROGRAMMING THE SECURITY MENU PASSWORD

Access to the Security Menu is password protected. The password may contain up to 8
characters. These characters may be alphanumeric and can include spaces and punctuatjon.
When no password is programmed, you can access the Security Menu by pressing
There is no password programmed when the controller is shipped.

NOTE: You should program the password as soon as installation of the controller
is completed.

CHANGING THE PASSWORD

To change the program password, press [;\;ﬂ while the Security menu is displayed. The screen
will change to:

Modify Security Menu Password

Enter Current Password > I

Press ENTER after last character

Type in the current password and press . If a password has not been programmed

/A

simply press fEveR||. The password itself will not appear on the screen when entered. Instead,
an asterisk (*) will appear for each character typed. The screen then changes to:

Modify Security Menu Password

Type New Password > |G

Press ENTER after last character

Type in the new password, up to eight characters, and press [5@ The screen changes to:

Modify Security Menu Password

Retype New Password > G

Press ENTER after last character

The new password must be typed a second time for confirmation. The new password does not
display while being typed. An asterisk (*) will appear for each character typed.

LOST OR FORGOTTEN PASSWORD

If the password is lost or forgotten, type ? (a question mark) where the password is entered.
The following will appear on the screen:

MCE Security Reference #: xx
XX is a number between 0 to 15, randomly generated by the system.

Call MCE Technical Support and tell them the reference number. They will give you a
temporary password. Type in the temporary password and press [ENTER| . |f you make a mistake
while typing the temporary password, try again. Then choose a hew password, enter it and
confirm it as described in Section 4.4.1.
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4.5

PROGRAMMING THE SECURITY CONFIGURATIONS

A Security Configuration consists of a Hall Call Map and a Car Call Map for each car (see
Figure 4.3). The first column is the floor landing label, followed by columns for the Hall Call and
Car Call Maps. The Car Label for each car is displayed at the top of each Car Call Map
column. If there are two different lobbies on the same floor, the floor's security status can be
different for each call. The lobbies are symbolized as F for front door lobby and R for rear door
lobby.

FIGURE 4.3  Security Configuration Screen

42-02-S024

98/09/07 10:25:20 Esc - Previous Menu
Security Configuration # 4
Flr Hall Calls Car Calls
UP DN A B
FR FR FR FR
B
1
2
4 LL LL SL SL
5
6
7 .. ..
8 S'S S'S
9
10
S - save changes
(L) - Locked (S) - Secured (.) - Unsecured (F) - Front Door (R) - Rear Door
Tab: Select Field Up/Dn/Rt/Lft Arrows : Move Cursor I/D: to make change
dnwp051

\_ J

PROGRAMMING THE HALL CALL AND CAR CALL MAPS - Use the arrow keys to move the
cursor, and use [ | or f2]| to change the floor security status. When [I [ or [2]] is pressed, the
character under the cursor will switch between (.), (L) and (S).

() Unsecured  When a floor is Unsecured, all hall calls from the floor and car calls to
the floor respond normally.

(S) Secured This status exists only for car calls. When a floor is Secured, access to
the floor is restricted and any car call to that floor requires a valid
Security Code.

L) Locked The hall and car calls are programmed, as locked, separately in

individual columns. When a floor is Locked for hall calls, no hall calls are
allowed to be registered. When a floor is Locked for car calls, no car
calls are allowed to be registered.

To save the changes, press [,S;] The system will ignore the [,S;] key if no entries were altered.

Otherwise, a prompt Are you sure? (y/n) will blink at the bottom of the screen. Press [)@ to
confirm the save or press any other key and the system will abandon the save.
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4.6.1
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PROGRAMMING THE SECURITY CONFIGURATION TIMER TABLE

The Security Configuration Timer Table has 16 time schedules, Timer #1 thru #16. Each timer
has a column for Day, Start Time, End Time, Config. #, and Timer Status. The timers can
be programmed to specify which Security Configuration will be the current configuration based
on the day of the week, start time and end time. The timer itself can also be set to ON or OFF,
in use or not in use, by the Timer Status.

When Master Software Key Status is Enabled and the BSI and/or the Security Software Switch
Status is ON, and the Security Configuration Status is Timed, the controller will search the
Security Configuration Timer Table for a timer with a Timer Status of ON. The controller will
then compare the current day and time with the day and time period defined in the timer. The
highest priority timer found that has a defined day and time period into which the current day
and time falls will be the current timer. Timer priority is determined by the timer number and the
setting in the Day field. Timer #1 has highest priority and Timer # 16 has lowest priority,
however, a timer with a Day field setting of a day of the week, MON, has a higher priority than
a setting of M-F, which has a higher priority than a setting of ALL. The current configuration
will be determined by the setting under Config # in the current timer. The timers are searched
continuously to achieve automatic switching of configurations.

NOTE: If no timers are found with a defined day and time period into which the
current day and time falls, the Security Configuration Status will be
Timed OFF and the system’s Security Status will be OFF.

PROGRAMMING INSTRUCTIONS
To program the Security Configuration Timer Table, press the: key in the Security Menu.

The Security Configuration Timer Table screen will appear, as shown in Figure 4.4. All 16
timers (time schedules) are displayed and can be programmed on this screen. Each timer has
seven programmable fields: Day, Start hour, Start minute, End hour, End minute, Config.
#, and Timer Status.

Use the arrow keys or the key to move the cursor from one field to another and use the

[.]] and [2 ] keys to make changes.

To save the changes, press @ If changes were made, the system will prompt: Are you sure?

(y/n). Press to confirm the save or press any other key and the system will abandon the
save.

Press the Egﬂ key to exit. If changes were made without saving, the system will prompt:

Abandon Changes? (y/n). Press [[Y | to abandon changes and exit or press any other key to
automatically save the changes.
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FIGURE 4.4  Security Configuration Timer Table

/N
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4 )
12/10/02 10:25:02 Esc = Previous Menu
Security Configuration Timer Table

Start End Day Start End Config Timer

Date Date Time Time Number Status

Timer # 1 02/07/04 02/07/04 DATE 07:00 09:59 1 ON*
Timer # 2 -—/=--/-- -—/=--/-- M-F 11:00 01:59 2 ON
Timer # 3 --/=--/-- --/=--/-- MON 15:00 17:59 3 ON
Timer # 4 -—/=--/-- -—/=--/-- WED 15:00 17:59 3 ON
Timer # 5 --/=--/-- --/=--/-- FRI 07:00 09:59 3 ON
Timer # 6 02/12/25 02/12/25 DATE 07:00 09:59 4 ON
Timer # 7 --/=--/-- --/=--/-- SUN 10:00 14:59 4 OFF
Timer # 8 -—/=--/-- -—/=--/-- ALL 00:00 23:59 5 OFF
Timer # 9 --/=--/-- --/=--/-- ALL 00:00 23:59 1 OFF
Timer # 10 -—/=--/-- -—/=--/-- ALL 00:00 23:59 1 OFF
Timer # 11 --/=--/-- --/=--/-- ALL 00:00 23:59 1 OFF
Timer # 12 -—/=--/-- -—/=--/-- ALL 00:00 23:59 1 OFF
Timer # 13 --/=--/-- --/=--/-- ALL 00:00 23:59 1 OFF
Timer # 14 -—/=--/-- -—/=--/-- ALL 00:00 23:59 1 OFF
Timer # 15 --/=--/-- --/=--/-- ALL 00:00 23:59 1 OFF
Timer # 16 -—/=--/-- -—/=--/-- ALL 00:00 23:59 1 OFF

S - save changes
Tab: Select Field Arrows Keys: Move Cursor I/D: Inc/Dec Value
\ anpOSZy

All Security Configuration Timer Table entry fields are described following:

Start Date and End Date - These fields specify the dates on which this timer will be active. To

edit these fields, the Day field must be set to DATE.

Day - There are ten choices: MON, TUE, WED, THU, FRI, SAT, SUN, M-F, ALL, and DATE.
M-F = Monday through Friday. ALL = seven days a week. DATE = Start and End Date fields

are enabled so date, rather than day, settings may be used.

Start Time and End Time - These fields define the time period for each timer on a 24 hour
clock. The earliest time is 00:00 (midnight) and the latest time is 23:59. Both start time and
end time must be on the same day. Time periods will NOT define greater than 24 hours or
define across midnight. Any timer with an end time of 23:59 will be automatically extended to

midnight to avoid an undefined minute, 23:59 to midnight.

Overnight configurations setup example, If Security Configuration #5 is desired for 20:00 (8
pm) to 6:00 (6 am) Monday through Friday, use two timers and set the day field of both
timers to M-F. Set one timer’s start time to 20:00 and end time to 23:59. Set the second
timer’s start time to 00:00, and end time to 06:00. Set configuration # to 5 and the timer

status to ON for both timers.

operate as expected.

CAUTION: Be careful not to define timers that overlap. If the Start Time of one
timer is earlier than the End Time of another timer, they may not

BASIC SECURITY WITH CRT - PTC AND PHC -
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Config. # - This field tells the system which Security Configuration to use in the time period
defined by this timer.

Timer Status - Timer Status provides an easy way to turn the timer ON or OFF. If Timer
Status is OFF, the timer will be inactive. For example: A timer is set up but not desired
currently and turned OFF. Later the timer may be turned back ON to re-activate it.

Example : To program Security Configuration #4 from 8 am to 4 pm, Monday through

Step 1:
Step 2:
Step 3:
Step 4:

Step 5:
Step 6:

Step 7:
Step 8:

Step 9:

Step 10:
Step 11:
Step 12:

Friday.
Program Security Configuration #4.
Select on the Security Configuration Menu.
Select a timer with a status of OFF.

Use the arrow keys to move the cursor to the column labeled Day, press or
[ ] to change itto M-F.

Move the cursor to the Start Time hour field, press m or H to change it to 08.

Move the cursor to the Start Time minute field, press H or ['};B to change it to
00. If it is 00 go to the next step.

Move the cursor to the End Time hour field, press ! | or [P | to change it to 16.

7/ //a

Move the cursor to the End Time minute field, press or 0 || to change it to
00. If it is 00 go to the next step.

Move the cursor to Config. #, press [} | or 2] to change it to 4.
Move the cursor to Timer Status, press [I | or [2]] to turn ON.
Press 8] then Y] to save it.

Press [EC] to exit.
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4.7

VIEWING AND CHANGING THE SECURITY CODES

The Security code for each floor may consist of one to eight characters, each represented by
one of the floor buttons found in the elevator car. A floor may NOT be Secured unless a
Security Code has been programmed.

The Appendix titled ELEVATOR SECURITY INFORMATION AND OPERATION provides

instructions for elevator passengers on the use of Security operation.

provided for listing the security codes for each floor.

4.7.1

VIEWING THE BUILDING SECURITY MENU - On the MC-

PCA Computer board, place the F3 switch in the up position
(with all other switches in the down position). The following
display appears:

4.7.2

42-02-S024

Press the N push-button.

The following @ =
display will appear: @ #

PROGRAMMING THE SECURITY CODES

Press the S push-button to start programming or
changing the Security codes (or to view the codes).

If no code has been programmed, the computer displays
NO CODE PROGRAMMED for that particular floor
number. Press the S push-button again to start
programming the Security code.

If a code has already been programmed, the computer
displays the security code. The cursor will blink below
the floor number for the Security code being displayed.

Press the + and - push-buttons to select the floor
number to change. The + push-button increments the
floor being displayed to the next eligible floor. The -
push-button decrements the value.

Press the S pushbutton to move the cursor to the first
character of the Security code. Pressthe + and - push-
buttons to change the value of the first character.
Repeat these steps (pressing the S push-button followed
by the + and - pushbuttons) until the desired number of
characters are programmed (maximum of 8 characters).
The S push-button moves the position of the blinking
cursor according to the diagram at the right. If any
character is left blank, or after all eight characters are
programmed, pressing the S pushbutton returns the
cursor to the floor number.

BASIC SECURITY WITH CRT - PTC AND PHC -
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Repeat these steps to program the Security codes for all the
floors. You may exit the Building Security Menu at any time
during programming by pressing the N push-button. When
the N push-button is pressed, the LCD will display the
following:

Press the S push-button to exit or the N push-button to return
to the previous display. If S is pressed, the following will
appear (only if changes have been made):

Press S to save the changes or N to exit without saving (any original codes will remain in

effect if the changes are not saved).

4.8 PROGRAMMING CHECKLIST

Use following checklist to ensure that all of the elements required for proper operation of Basic
Security with CRT have been programmed. Refer to the listed section for a description and
instructions for programming each item.

1.

2.

3.

4-16 -

Security Menu Password (Section 4.4).

Master Software Key (Section 4.2.1)

Security Software Switch (Section 4.2.2)

BSI Input, if applicable (Section 4.2.3)

Security Configuration Status (Section 4.2.4)
Security Configurations, as required (Section 4.5)
Security Configuration Timer Table (Section 4.6)

Security Codes (Section 4.7)

BASIC SECURITY WITH CRT - PTC AND PHC
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SECTION 5
ACCESS CONTROL FOR ELEVATORS (ACE)

5.0

GENERAL

This section pertains to Access Control for Elevators (ACE) security. The screens depicted
in this section are those found on MCE controllers using Release 4 Communication
software. Some screens may look slightly different if your controller is running an earlier
version of communication software.

5.1

42-02-S024

INTRODUCTION - PRODUCT DESCRIPTION

Access Control for Elevators (ACE) offers the most sophisticated programming capability,
including a wide range of options allowing building owners and managers the greatest
flexibility of any elevator security system. ACE is implemented in the Simplex Car or Group
Supervisor in an M3 Group System. Most of the programming is done through a CRT
terminal or PC which can be connected to the controller directly or through a modem.

ACE features include:

» Aflexible and easy to program Menu system.
» A user programmable password that regulates access to the ACE Menu system.
* Up to 500 Passenger Access Codes (PAC) can be programmed.

» Four Passenger Groups, each with a programmable Name and a timer table with 16
programmable Time Schedules.

» Eight programmable Security Configurations. The current Security Configuration can be
manually selected via the CRT or automatically selected by the Security Configuration
Timer Table.

» Sixteen programmable time schedules in the Security Configuration Timer Table. The
system can automatically select one of eight Security Configurations.

» A Secured Car Call database stores up to 500 entries. The database is automatically
maintained to keep track of when and who entered a car call and the results.

ACE has passenger access codes which allow only authorized passengers access to
building floors via the elevators. Each passenger or group of passengers can be assigned a
unique access code. Each code can have its own unique set(s) of access permissions. The
sets of access permissions can change based on date or day and time using one or more of
six time schedules.

ACCESS CONTROL FOR ELEVATORS (ACE) « 5-1



5-2

General Floor Access Control - Using a CRT terminal or PC, up to eight Security
Configurations can be programmed. The Security Configurations allow each floor to be
designated as unsecured, secured or locked for car calls and either unsecured or locked for
hall calls. These terms are defined as follows:

» unsecured = unrestricted access, all car and/or hall calls are registered
» secured = access restricted, valid security code required to register car calls
» locked = no access, car calls and/or hall calls are not registered

ACE allows security to be turned ON or OFF, and to determine which of eight Security
Configurations is active on any date or day(s) and time, based on a programmable time
schedule called the Security Configuration Timer Table.

Floors which have been designated as secured on a Security Configuration are secured
when that configuration is active and security is ON. In order to gain access to a secured
floor via the elevator, a Passenger Access Code (PAC) must be entered using the Car
Operating Panel (COP) buttons. The PAC must have permission to access that floor on this
day and time. When the COP button for a secured floor is pressed, the button’s indicator
will flash to indicate that a passenger access code is required. The passenger must enter
the code within 10 seconds, otherwise the call will not be registered and the indicator will
turn OFF.

PAC Access Control - Each Passenger Access Code (PAC) can have its own set of
access permissions for each floor (access or no access). Each PAC has a Personal Time
Schedule which can limit access to a specific date or day(s) and hours. In addition, each
PAC can be included in one or more of four groups that have a Group Time Schedule which
can limit access to a specific date or day(s) and hours.

Reports - While ACE Security is ON, each time an attempt is made to access a secured

floor via the elevators, the date, time, floor, and passenger ID is logged. The 500 most
recent attempts are saved and can be viewed and/or printed.
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5.1.1 MAIN MENU SCREEN

The CRT terminal’'s Main Menu allows access to the Security Menu using selection 9 ||,
Security.

FIGURE 5.1 Main Menu

( )
11/3/2000, 10:25:30 AM

Job # 00-23435 CHENNUPATI OFFICE COMPLEX Group Supervisor

M3 Group Supervisor (Release 4)

Main Menu (F4)

M3 Group Parameters
Performance Reports
View Hoistway

Main Menu (This Screen)
Initialize CRT

Job Configuration
Special Events Calendar

Security

Diagnostics

Jump to Previous Screen

MP vO0x.xxX CGP-D v0x.xx CGP-C v0x.xx

\_ dnID213a/

PASSWORD PROTECTED ACCESS TO THE ACE SYSTEM - The Access Control for
Elevators (ACE) system is password protected. If no password is programmed, the Security
Menu (Figure 5.2) will appear. If a password has been programmed, the following will

appear when is pressed:

Security Password: |}

Type in the password and press . The password itself will not appear on the screen.
Instead, an asterisk (*) will appear for each character typed. When the correct password is
entered the Security Menu will appear. Once a valid password has been entered, it is not
necessary to re-enter the password unless you exit Security for more than ten minutes.

NOTE: The controller is shipped with no password programmed. Section
5.4 describes how to program or change the password.
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FIGURE 5.2  Security Menu (F9) Screen

7

7/21/2000, 10:25:30, F4=Main Menu

Security Menu (F9)

Passenger Information Menu

Security Configuration Menu

Security Report Generation Menu

Change Security Menu Password

\_ dnID069d/

5.1.2 SECURITY MENU SCREEN

5-4

il Passenger Information Menu - Select this menu if you would like to :
» program the Group Time Schedule.
» program the Passenger Information.
» change the size of the PAC.
» edit a Group Name.

2] Security Configuration Menu - Select this menu if you would like to :

» program or modify a Security Configuration.

» program or modify the Security Configuration Timer Table.

» change the Current Security Configuration.

» change the Security Software Switch Status.

Security Report Generation Menu - Select this menu if you would like to :

* see a list of the Secured Car Calls that shows who has entered a car call with the
PAC, when it was entered, from which car, to which floor, and if the car call was
accepted or rejected.

» clear all the records in the list.

Change the Security Menu Password - Use this to change the access password.

ACCESS CONTROL FOR ELEVATORS (ACE) 42-02-5024



5.1.3
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SECURITY CONFIGURATION MENU SCREEN

The Security Configuration Menu is accessed from the Security Menu by pressing ﬂ The
following is a description of the items on the Security Configuration Menu (see Figure 5.3).

Security Configurations 1 thru 8 can be accessed by pressing g;ﬂ - [ﬂ By programming
a Security Configuration you can set the security status of each floor for hall calls and car
calls. You don't have to program all eight configurations, program only as many as you
need. See Section 5.5 of this appendix for programming details.

The Security Configuration Timer Table, selection [ﬂ lets you set up a time schedule to
turn ACE Security ON and OFF and determine which Security Configuration will be the
current configuration when the Security Configuration Status is set to Timed. Each of
sixteen timers can be programmed to select one of the eight Security Configurations. See
Section 5.6 for programming details.

Security Configuration Status, selection H |, allows manual selection of Security
Configuration #1 - #8 as the current configuration , or Timed operation. The current status
is displayed, i.e. Security Configuration Status: Manual #2, : Timed #3 or : Timed OFF.
Manual #2 means that Security Configuration #2 is the current configuration and it is
manually selected. Timed #3 means that Security Configuration #3 is the current
configuration and it is selected via the Security Configuration Timer Table. Timed OFF
means that Timed operation is selected and that ACE Security is OFF because none of the
timers in the Security Configuration Timer Table are valid at this time.

Security Software Switch Status selection [f;ﬂ lets you set the Security Software Switch
Status to ON or OFF. The current status is displayed, i.e. Security Software Switch
Status: ON. The Security Software Switch Status is one of four elements that determine if
ACE Security is ON or OFF (see Section 5.2, Turning ACE Security ON and OFF)

Status Line - The line at the bottom of the screen is the status line. The status line contains
important, continuously updated information on the status of the Master Software Key, BSI
input, and the ACE Security Status (see Section 5.2).

Security Status - The current status of the ACE Security system is displayed next to
Security Status. It is determined by the status of the Master Software Key, BSI input,
Security Software Switch, the Security Configuration Status and, the Security Configuration
Timer if in Timed operation (see Section 5.2).
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FIGURE 5.3  Security Configuration Menu (F9, 2) Screen

( )
7/21/2000, 10:25:30, F4=Main Menu

Security Configuration Menu (F9, 2)

Security Configuration #1
Security Configuration #2
Security Configuration #3
Security Configuration #4
Security Configuration #5
Security Configuration #6

Security Configuration #7

Security Configuration #8

Security Configuration Timer Table
Security Configuration Status: Manual #1

Security Software Switch Status: ON

Master Software Key: ENABLED BSI: ON Security Status: ON

\_ dnID072b J

5.2

521

5-6

TURNING ACE SECURITY ON AND OFF
There are four elements that determine if ACE Security is ON or OFF. These elements are:

» Master Software Key Status

» Security Software Switch Status
* BSI Input Status (optional)

» Security Configuration Status

The way in which each element affects the Security Status is depicted in the Security Status
Decision Matrix (see Table 5.1).

MASTER SOFTWARE KEY STATUS

The Master Software Key is a board-level control of the security system mainly for use
during periods when the CRT is not operational. The Master Software Key can be set to
Activated, Deactivated or Enabled through the controller's Computer Swing Panel.

When the Master Software Key is set to Activated, the Security Status is ON and Security
Configuration #1 is in use. When the Master Software Key is set to Deactivated, the
Security Status is OFF. When the Master Software Key is set to Enabled, the Security
Status and the current configuration are determined by the status of the Security Software
Switch, the BSI input (optional), and the Security Configuration Status (see Table 5.1,
Security Status Decision Matrix).

* ACCESS CONTROL FOR ELEVATORS (ACE) 42-02-5024



CHANGING THE MASTER SOFTWARE KEY SETTING - Changes to the Master Software
Key setting are made through the controller's Computer Swing Panel in System Mode.

1. Place function switch F7 in
the ON (up) position. The
alphanumeric display
shows PASSWORD.

2. Setthe Al - A8 switches to pooo oo G 11| LRAR R R SRS RSRSIS
the password value. If no 1% N s PR EEEP NomB\ AAAA AAMA

password has been 43210

programmed for this job

M
Di tic Indicats
Alphanumeric Display ? |iagn?os§|c fn |§ca fors!

Car
Diagnostic On A

Car\ 8765 4321
F

! ® A1-A8

(which is normally the
case), set Al - A8 to OFF
(down).

3. Press and hold the S push button until the
alphanumeric display shows *SYSTEM*.The eight
vertical status indicators scan from bottom to top.
In System Mode, if function switches or
pushbuttons are not pressed for two minutes, the
computer exits System mode and returns to
Normal mode.

4. Place function switch F3 (F5 on a Simplex Car) in
the ON, up position, to access the Master
Software Key. The alphanumeric screen will
display MSK: ENAB, MSK: ACTI, or MSK: DEAC.
These are abbreviations for Enabled, Activated, or
Deactivated respectively.

5. Press the S push button to change the current
setting of the Master Software Key.

6. Place the function switches in the OFF, down
position when finished. The normal state is
Enabled so that Security can be controlled via the
terminal.

42-02-S024
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® With all other switches down, push the F7 switch up

Dnwp057

Alphanumeric Display

¥SYSTEMX
il ) ) Y

FF FFFF

AAAAAA N\
76 5432

111119
43210

@ Push F3/
F5 switch up

® Press
and hold 8§

Dnwp058

Alphanumeric Display

MSK: ENAB
pooooo |

AAAAAA N
111119
43210

FF FFFF
76 5432

® Place all
switches down

® Press S for
desired setting
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5.2.2 SECURITY SOFTWARE SWITCH

When the Master Software Key is set to Enabled, changing the Security Software Switch
Status can turn the building’s security ON or OFF. Select [,C;D from the Security

Configuration Menu to bring up the following selection line below the menu.

Set Security Software Switch: OFF

Use or [;_;ﬂ to move the cursor to ON or OFF, then press .

The current status is continuously updated and displayed:

C - Security Software Switch Status: ON

TABLE 5.1 Security Status Decision Matrix
Inputs or Software Settings Outputs or Results
Master Security BSIx Security Security Security Status
Software Software Input Configuration Configuration
Key Status | Switch Status | (optional) Status inuse
Deactivated n/a n/a n/a none OFF
Activated n/a n/a n/a 1 ON
Manual 1 thru 8 per
Enabled Security Config. ON
1thru8
ON n/a Status
. 1thru8 ON or OFF
Timed per Timer Table per Timer Table
OFF n/a none OFF
1 thru 8 per
Manual . .
OFF 1 thru 8 Security Config. ON
ON Status
Timed 1 thru 8 ON or OFF

per Timer Table

per Timer Table

* Ignore the shaded area unless the BSI input is included

5.2.3 BSI

The Building Security Input (BSI) is an input to the controller. It could be a connected to a
hardware key-switch that is turned ON or OFF. The status of the BSI input is displayed next
to it. Not all systems have the Building Security Input. If your system does not have this
input, ignore BSI. Table 5.1 shows how the ACE Security Status is affected by the BSI

input.

5-8
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5.2.4 SECURITY CONFIGURATION STATUS

The current Security Configuration can be selected manually or automatically (Timed).
Manual selection means that you manually select one of the eight Security Configurations to
be the current configuration. Automatic selection means that the current configuration will
be determined via the Security Configuration Timer Table. When the Security Configuration
Status is Timed, the system will search the Security Configuration Timer constantly to
achieve automatic selection of the current configuration. If none of the timers in the Security
Configuration Timer Table is valid for the current day and time, then ACE Security will be
OFF. Ace Security can be turned ON and OFF automatically via the Security Configuration
Timer Table.

When one of the eight Security Configurations is selected manually, ACE Security is ON if
the Master Software Key is Enabled and the Security Software Switch and/or BSI is ON
(Table 5.1)

SETTING THE SECURITY CONFIGURATION MANUALLY - To manually select the
Security Configuration press in the Security Configuration Menu. The following line will
appear under the Menu (the Timed option may not appear):

Select Current Configuration: 1 2 38 5 6 7 8 Timed
Use [¢€]] or |21 ta move the cursor or press [ | thru 8. Select Security Configuration 1 thru

8 and press [£ . The new status will then be displayed:
C - Security Configuration Status: Manual #4

SETTING THE SECURITY CONFIGURATION AUTOMATICALLY (TIMED) - If you would
like the system to automatically select different Security Configurations for different time
periods based on the Security Configuration Timer Table, select from the Security
Configuration Menu. The following line will appear below the menu:(The Timed option will
not be displayed unless at least one Timer in the Security Configuration Timer Table has a
Status of ON).

Select Current Configuration: 1 2 3 4 5 6 7 8 Timed

Use f¢] or to move the cursor to Timed or press and press . The new
status will be displayed:

C - Security Configuration Status: Timed #3

Timed #3 indicates that Timed mode of operation has been selected and Security
Configuration #3 is the current configuration as determined by the Security Configuration
Timer Table. If none of the timers in the Security Configuration Timer table are valid at this
time, the current time falls between Start Time and End Time and Day includes today, the
following will be displayed:

C - Security Configuration Status: Timed OFF
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5.3

USING THE CRT TO PROGRAM THE ACE SYSTEM

The ACE system must be properly programmed to set up the security for your building's
needs. Here are some of the things that need to be programmed before running security on
the elevator control system.

» Password for ACE access

» Security Configurations

» Security Configuration Timer Table
» Passenger Information (PAC)

* Group Name

* Group Time Schedules

The following sections will explain how to program them. In this process you will use the
following keys:

M to make a selection or to confirm a selection.

JEsc ]| to abort or exit an operation, to exit a sub-menu.

[ tofe] to select a particular item from a Menu.

[HFTg used together with a function key to make a selection.

| 3| &3 to move cursor around when programming or scrolling the screen.
T8 to quickly move the cursor from one field to another.

[ ]and o]  to make changes. [! || to Increase a value. 2] to Decrease a value.

[5] or AT]fs]] to save the changes.

5.4

54.1

5-10

PROGRAMMING THE ACE PASSWORD

Access to the ACE Security system is password protected. The password may contain up to
8 characters. These characters may be alphabetic or numeric and can include spaces and
punctuation. When no password is programmed, access to the Security Menu is
unrestricted. No password is programmed when the controller is shipped.

CHANGING THE PASSWORD

To change or program the password, press [I‘Q} while the Security Menu is displayed (Figure
5.2). The screen will change to:

Change Security Password (F9, 4)
Enter Current Password:|}
Enter New Password:
Confirm New Password:

Type in the current password and press . The password itself will not appear on the
screen when you type it. Instead, an asterisk (*) will appear for each character typed.

Then type in the new password, up to eight characters, and press [@ The new password

must be typed a second time for confirmation. The new password will not be displayed while
being typed. An asterisk (*) will appear for each character typed.
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5.4.2

LOST OR FORGOTTEN PASSWORD

If you lose or forget your password, type a question mark '?" at the password prompt and
press . The following will appear on the screen:

MCE Security Reference #: xx
XX is a number between 0 to 15, randomly generated by the system.

Call MCE Technical Support and tell them the reference number. They will give you a
temporary password. Type in the temporary password and press [ENER |, If you make a
mistake while typing the temporary password, try again. Then choose a new password,
enter it and confirm it as described in Section 5.4.1.

5.5

42-02-S024

PROGRAMMING THE SECURITY CONFIGURATIONS

A Security Configuration consists of a Hall Call Map, an Auxiliary Hall Call Map if an
auxiliary hallway exists, and several Car Call Maps, one for each car (see Figure 5.4). The
first column is the floor number displayed in landing labels, followed by columns for the Hall
Call Map, Auxiliary Hall Call Map (not shown here), and Car Call Maps. The Auxiliary Hall
Call Map will not be shown if the system is not equipped with auxiliary hall calls. The Car
Label for each car is displayed on top of the Car Call Map.

NOTE: Figure 5.5 shows an example of the optional Per-Car Hall and Car Call
Mapping.

A floor’s security status for hall calls can be either Unsecured, indicated by a'.' or Locked,
indicated by an 'L'. Unsecured for hall calls means that access to elevators from that floor
is unrestricted. Locked for hall calls means that access to elevators from that floor is not
permitted. The setting can be different for Up Hall Calls, column UP, and Down Hall Calls,
column DN, on the same floor. Normally all floors, for hall calls, are unsecured so all hall
calls are registered. When a floor is locked for hall calls, no one can leave that floor via the
elevator.

A floor’s security status for car calls can be Unsecured, indicated by a'.', Locked,
indicated by an 'L' or Secured, indicated by an 'S". Unsecured for car calls means that
access to that floor is unrestricted. Locked for car calls means that access to that floor is
not permitted. Secured for car calls means that access to that floor is permitted only if the
valid PAC is entered within ten seconds. If the PAC is correct, has access rights to that
floor, and is valid at the current day and time, the car call will be registered.

If there are two different lobbies on the same floor, the floor’s security status could be

different for calls from different lobbies. The lobbies are symbolized by 'F' and 'R' indicating
the Front door lobby and the Rear door lobby.

ACCESS CONTROL FOR ELEVATORS (ACE) « 5-11



FIGURE 5.4  Security Configuration #4 (F9 - F2 - 4) Screen

(" 11/3/2000, 10:25:30, F4=Main Menu )
Security Configuration #4 (F9, 2, 4)
Flr Hall Calls Car Calls
UP UP 1 2 3 4
FR FR FR FR FR FR
10 e . .. .. .. ..
9
6 LL LL SL 8L LL LL
3 e .. .. .. ..
3 ..
2 ..
1 ..
B B
ARROWS: Select, 1: Locks, 2: Secures, Spacebar: Unsecures, S: Saves
\_ dnID134d J

PROGRAMMING THE HALL CALL AND CAR CALL MAPS - Use arrow keys to move the

cursor and use [! ] or [P ] to change the floor security status. When i ] or o] is pressed, the
character under the cursor will switch between "', 'L" and 'S".

Unsecured When a floor is Unsecured, all hall calls from the floor and car calls to
the floor respond normally.

S = Secured This status only exists for car calls. When a floor is Secured, access
to the floor is restricted and any car call to that floor requires a valid
Security Code.

L = Locked When a floor is Locked, no hall calls or car calls are allowed to be

registered. For a hall call, it means no one can leave the floor. For a
car call, it means no one can go to that floor.
Use the arrow keys or the key to move the cursor from one field to another and use
the m and [',J;B keys to make changes. When you are ready to save the changes, press [f;ﬂ
The system will ignore the [f;ﬂ key if no entries were altered. Otherwise, a prompt save
changes? (Y/N) will appear at the bottom of the screen, press to confirm the save.

Press N ] to not save the changes.

* ACCESS CONTROL FOR ELEVATORS (ACE) 42-02-5024



PER-CAR HALL AND CAR CALL MAPPING - If so ordered from the factory, your system
may offer Per-Car Hall Call Security. Without Per-Car Hall Call Security, only car calls are

configured on a per-car basis as shown in Figure 5.4. With Per-Car Hall Call Security, both
hall and car calls may be configured on a per-car basis as shown in Figure 5.5.

FIGURE 5.5 Optional Per-Car Hall and Car Call Mapping
é 1/30/2003, 10:25:30, F4=Main Menu )
Security Configuration #4 (F9, 2, 4)
----- CARS -----
A C
Floor Call Type FR FR FR FR
Hall Up: ..
5 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
4 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
3 Car Call: L L.
Hall Down: L L.
Hall Up: L L.
2 Car Call: L L.
Hall Down: L L.
Hall Up: .o .o L L.
1 Car Call: .- .. .
Hall Down: L. L.
Hall Up: L. L.
c Car Call: L. L.
Hall Down: L. L.
Hall Up: L. L.
B Car Call: L. L.
Hall Down: L. L.
Hall Up: L. L.
A Car Call: L. L.
Hall Down: . ..
ARROWS: Select, 1: Locks, 2: Secures, Spacebar: Unsecures, S: Saves
\_ dnAI013
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5.6

PROGRAMMING THE SECURITY CONFIGURATION TIMER TABLE

The Security Configuration Timer Table has 16 time schedules, Timer #1 thru #16. Each
timer has a column for Start Date, End Date, Day, Start Time, End Time, Action, and
Status. The timers can be programmed to specify which Security Configuration will be the
current configuration based on the date or day of the week, starting at Start Time and

ending at End Time. The timer itself can also be set to ON or OFF, in use or not in use, via
the Status.

When Master Software Key Status is Enabled and the BSI and/or the Security Software
Switch Status is ON, and the Security Configuration Status is Timed, the controller will
search the Security Configuration Timer Table for a timer with a Status of ON. The
controller will then compare the current day and time with the day and time period defined in
the timer. The highest priority timer found that has a defined day and time period into which
the current day and time falls will be the active timer. The current configuration will be
determined by the setting under Action in the active timer. The timers are searched
continuously to achieve automatic switching of configurations.

NOTE: If no timers are found with a defined day and time period into which the
current day and time falls, the Security Configuration Status will be Timed
OFF and the Security Status will be OFF.

FIGURE 5.6  Security Configuration Timer Table (F9, 2, 9) Screen

5-14
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12/11/2000, 10:25:30 AM, F4=Main Menu
Security Configuration Timer Table (F9,2, 9)

Priority Start End Start
High to Low Date Date Time i Action

Timer #1 7/4/2000 7/4/2000 :00 AM : Config #1
Timer #2 /--/ -—f==/-- :00 AM : Config #2
Timer #3 :00 PM : Config #3
Timer #4 :00 PM : Config #3
Timer #5 /--/ /--/ :00 PM : Config #4

Timer #6 :00 AM : Config #5
Timer #7 /--/ /--/ oo

Timer #8 -

Timer #9 ==

Timer #10 t--

Timer #11 t--

Timer #12 - :

Timer #13 t-- : OFF
Timer #14 t-- : OFF
Timer #15 e : OFF
Timer #16 : : OFF

Use the +/- keys to change the day on which this timer is active. Value may be a
single day of the week like SAT for Saturday or a range of days M-F for

Monday thru Friday. The setting ALL means the timer is active everyday.

The setting DATE means the timer will be active only on the dates specified

in the Date fields.

ARROWS: Select, +/-: Edits, S: Saves

\_ dnID218by
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To program the Security Configuration Timer Table, press [3;] at the Security Menu. The
Security Configuration Timer Table screen will appear, as shown in Figure 5.6. All 16 timers
(time schedules) are displayed and can be programmed on this screen. Each timer has
seven programmable fields: Start Date, End Date, Day, Start Time, End Time, Action,
and Status. Timer #1 has highest priority and Timer # 16 has lowest priority. A timer’s
Status must first be changed to ON before other fields can be edited.

EDITING METHODS - Use the arrow keys to select (highlight) the parameter to be edited.
Instructions for editing appear at the bottom of the window. The method of editing varies
depending on the selected field, i.e. when the Day, Action or Status fields are selected the
Space Bar can be used to scroll through the available options or the I / D or + / - keys can
be used to increment or decrement the value. The Date field is only editable if the Day field
is set to DATE.

When the Start Time or End Time fields are selected, press Enter to edit and then type the
new value. Most of the standard text editing keys are functional. Use the Arrow keys to
select a character and type a new value over the old value. The Insert key toggles type-
over and insert modes. The Delete key deletes the next character. The Home key moves
the cursor to the far left and the End key moves the cursor to the far right. Press Enter
when you have finished editing or Esc to cancel the edit.

SAVING THE CHANGES - Edited parameter values do not become effective until they are
saved. Save the changes by pressing the S key. A message, Save changes? (Y/N),is
displayed. Press Y to save or N to not save and continue editing. If you exit the screen
without saving, the message, Save changes? (Y/N), is displayed. Press N to exit
without saving the changes. If Y is pressed, a confirmation message, Save Complete, iS
displayed. If there is a problem the message *** ERROR Saving Parameters ***is
displayed. Contact MCE Technical Support for assistance.

The following is a description of the possible values for each field in the Security
Configuration Timer Table:

Start Date and End Date - These fields specify the dates on which this timer will be active.
To edit these fields, the Day field must be set to DATE.

Day - Day specifies the day or days of the week. There are ten choices: MON, TUE,
WED, THU, FRI, SAT, SUN, M-F, ALL and DATE. M-F means Monday through Friday.
ALL means all seven days of a week.

Start Time and End Time - These fields define the time period for each timer. The hour
ranges from 0 to 23, and the minute ranges from 0 to 59. The earliest time is 12:00 AM
(00:00) and the latest time is 12:00 AM (00:00). An End Time of 12:00 AM (00:00 means
the timer stays active until the end of the day. Both start time and end time must be in the
same day. No time period can be defined greater than 24 hours or defined across midnight.

For example, suppose you want to use Security Configuration #5 overnight, 8:00 PM
(20:00) to 6:00 AM (06:00) Monday through Friday. Use two timers and set the Day
field of both timers to M-F. Set one timer’s start time to 8:00 PM (20:00) and end
time to 12:00 AM (00:00). Set the second timer’s start time to 12:00 AM (00:00), and
End Time to 6:00 AM (06:00). Set Action to Config #5 and Status ON for both timers.

CAUTION: Be careful not to define timers that overlap. If the Start Time of one
timer is earlier than the End Time of another timer they may not
operate as you expect.
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Action - This field tells the system which Security Configuration to use in the time period
defined by this timer.

Status - Status provides an easy way to turn a timer ON or OFF. If the Status is OFF, the
Timer will not be used. If you set up a timer and for some reason you decide not to use it
now, just turn the Status to OFF. Later when you want to use it again, set its status to ON.

Example: Youwould like the system to use Security Configuration #4 from 8 am
to 4 pm, Monday through Friday.

Step 1: Program Security Configuration #4.

Step 2:  Select on the Security Configuration Menu.

Step 3: Find a free timer and set the Status to ON.

Step4:  Setthe Day to M-F.

Step 5:  Set the Start Time to 8:00 AM (08:00).

Step 7:  Set the End Time to 4:00 PM (16:00).

Step 9:  Set the Action, to Config #4.

Step 11:  Press [§] then /] to save it.

Step 12:  Press [ESC]] to exit.

Repeat these steps to program other timers.

5.7 ASSIGNING THE PASSENGER ACCESS CODES (PAC)

The Passenger Access Code (PAC) is the code assigned to and used by a passenger, or a
group of passengers, to gain access to Secured floors via the elevator when ACE Security
is ON. Passenger Access Codes are assigned by entering passenger information into the
PAC database. The following five elements make up a single record in the PAC database:
the Passenger Name, the Passenger Access Code, a Floor Map, a Personal Time
Schedule and a Group Assignment Table. The maximum number of records in the PAC
database is dependent on the equipment and the memory available, typically 500.

Passenger Name, the key field in the PAC database, is the name of the person to whom
the PAC is assigned. When ACE Security is ON, every time the PAC is entered, the Name
will be recorded in the Secured Car Call data base to identify the person who has used the
PAC.

Passenger Access Code is the code entered with the car call to gain access to a Secured
floor. The PAC consists of a series of landing labels. The size of the Code (number of
landing labels) can be changed to meet your needs. Its default value is 2, when the system
is shipped. The maximum value is 8. All PAC's in the system must be the same size.

The Floor Map is used to grant or restrict floor access rights. ACCESS means the PAC's
user has access rights to that floor. NO ACCESS means the PAC'’s user does not have
access rights to that floor.

Personal Time Schedule - Even with the Floor Map set to "ACCESS," the PAC may not

be allowed access because of another restriction - Time. Each PAC has a Personal Time
Schedule, and in addition, it can be assigned to any of four Groups, each of which has a
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Group Time Schedule. The Personal Time Schedule has four independent timer’s to tell
the system when this PAC can be used. Each timer has a Date, Day of the week, Start
Time, End Time, and Status (ON/OFF). The PAC can only be used on that day or days of
the week, after Start Time and before the End Time. With the Timer Status OFF, the timer
will not be used. If all four timers are OFF, the PAC may not be used at all, unless it has
been assigned to a Group and the time period defined in the Group’s Timer Table includes
the current time.

Group Assignment Table is used to assign the PAC to any of four groups. Each group has
a Group Timer Table which is similar to the Personal Time Schedule, except that it has 16
timers. If a PAC belongs to a group, the group's Timer Table will be used as a supplement
to the PAC's Personal Time Schedule.

PASSENGER INFORMATION MENU SCREEN

The Passenger Information and Group Timer Tables are programmed using selections from
the Passenger Information Menu. From the Security Menu, select the Passenger
Information Menu by pressing g;ﬂ (Figure 5.7). The following selections are available from
the Passenger Information Menu:

g;ﬂ - [j;ﬂ are used to program the Group Timer Tables (see Section 5.10).

A

A
[

Passenger Access Code Size, lets you set the size of the PAC.
Program Passenger Information, lets you add, delete or modify PAC records.

Edit Group Name, lets you modify the Group's name. The Group Name is followed
by "(Time Schedule)" on the Passenger Information Menu.
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FIGURE 5.7  Passenger Information Menu (F9, 1) Screen

7

7/25/2000, 10:25:30, F4=Main Menu

Passenger Information Menu (F9, 1)

Group #1 (Time Schedule)
Group #2 (Time Schedule)
Group #3 (Time Schedule)
Group #4 (Time Schedule)
Select Passenger Access Code Size

Program Passenger Information

Edit Group's Name

\_ dnID071a J

5.7.2 CHANGING THE PAC SIZE
The PAC size defines how many characters (landing labels) a Passenger Access Code

contains. The size range is from 2 to 8. The default value is 2 when the controller is
shipped. All the PACs in the system must be the same size.

To change the PAC size press , Select Passenger Access Code Size, at the Passenger
Information Menu. The following message will appear beneath the menu.

Enter Passenger Access Code Size: 2

Press [ [ or 0] to increase or decrease the size. The new size is effective immediately.

CAUTION:  The PAC Size should be set before you start to do any Passenger
Information programming. The PAC size should not be modified while
the ACE Security is ON.

5.7.3 ENTERING PASSENGER INFORMATION INTO THE PAC DATABASE

Passenger Information is stored in the PAC database. The maximum number of records in
the database is dependent on available memory, usually 500 or 1000 records. Each PAC
record has 5 fields; Name, PAC, Personal Time Schedule, Floor Map and Group
Assignment Table. Once at lease one passenger name has been entered using the
Passenger Information Editing screen, pressing on the Passenger Information Menu
brings up the Passenger Name List screen shown in Figure 5.8.
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FIGURE 5.8 Passenger Name List (F9, 1, 6) Screen
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7

7/25/2000, 10:25:30, F4=Main Menu

Select Passenger Name from List

<new passenger>

Allen Richards
Audrey Alston
Bernie Gilmore
Brian Cominen
Bruce Liberty
Charles Kell
Cheryl Stone
Durran Jacques
David Beahmer
Dabid Sharpen
Dennis Beach
Gail Cicarios
Hassal Aboukhadi
Gamone Joyce
Jane Coax

Jay Baile

Jim Keith

Jim Stockton

ARROWS: Select, A: Add, D: Delete, ENTER: Edit, ESC: Cancels

\_ dnID078a/

All the names currently in the PAC database are listed here. They are sorted in alphabetical
order. Each name is associated with one PAC record. In other words, you choose the PAC
record to edit by selecting the name that is associated with it. Use or @ arrow keys to

scroll through the list. For fast scrolling use or keys.

Initially there may be no names listed, the database contain no records. You can Add,
Delete or Edit PAC records. Press A ]| to Add a record, [0 ]| to Delete a record or [ | to Edit
a record. If you press to Add a record or @ to Edit a record, the Passenger
Information Editing screen will be displayed (Figure 5.9).

PASSENGER INFORMATION EDITING SCREEN - The Passenger Information Editing
screen, shown in Figure 5.9, has 5 sections corresponding to five fields in a PAC record.
Use the key to move between fields. You can save your changes at any time during
programming, or you can save them after you finish modifying all the fields.

To save the changes at any time while in the Passenger Information Editing screen, press
@. The system will do nothing if you didn't make a change. Otherwise, a prompt save
changes? (Y/N) will appear at the bottom of the screen. Press @ to save. Press @ to
not save the changes.

When you are finished editing all of the fields, press the Egﬂ key to exit. If you've made

some changes and have not saved them, a prompt save changes? (Y/N) will appear at
the bottom of the screen. Press [/ ]|to save and exit. Press V] to not save and exit.
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FIGURE 5.9  Program Passenger Information (F9, 1, 6) Screen
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é 7/25/2000, 10:25:30, F4=Main Menu h
Program Passenger Information (F9, 1, 6)
Passenger Name: Front door Rear door
Allen Richards 9 Access Access
Passenger Access Code: 8 No Access No Access
7 Access Access
2B %0 6 Access Access
: 5 Access Access
Personal Time Schedule: 1 Access Access
Edit 3 Access Access
2 Access Access
Group Name: Include 1 Access Access
/Exclude B Access Access
Group #1 Include
Group #2 Exclude
Group #3 Exclude
Group #4 Exclude
ARROWS: Select, ENTER: Edits, S: Saves
\_ dnID079a J

PASSENGER NAME - The Passenger Name field, at the top left of the screen, is the key
field of the PAC database. The name here is the one you will see on the Passenger Name
List and also on the Secured Car Call report. The Name may contain up to 16 characters.
These characters may be upper and lower case, alphabetic or numeric, and may include
spaces and punctuation. The only restriction is that an asterisk (*) cannot be use as the first
character of the name.

Type a new name or press Enter to edit the existing name. Most of the standard text editing
keys are functional. Use the Arrow keys to select a character and type a new value over the
old value. The Insert key toggles type-over and insert modes. The Delete key deletes the
next character. The Home key moves the cursor to the far left and the End key moves the
cursor to the far right. Press Enter when you have finished editing or Esc to cancel the edit.

PASSENGER ACCESS CODE (PAC) - The Passenger Access Code (PAC) is a
combination of the landing labels. The number of landing labels you see here is the same
as the size of the PAC, which was set in Section 5.7.2. To program the PAC, use <] or
arrow key to move the cursor, use m or [',J;B to change each label.

PERSONAL TIME SCHEDULE - The Personal Time Schedule defines the time restrictions
for the PAC. The Time Schedule tells the system on which day of the week, from what time
to what time this PAC is valid. Four time periods can be defined, To program the Personal
Time Schedule, press 28] until Edit is highlighted and press . The Personal Time
Schedule screen (Figure 5.10) will be displayed. Use f¢]| or H Jor fr] or fv] arrow keys to
move the cursor, use H or ﬂ to change each item. If you exit without saving, a prompt:
Save changes? (Y/N) will appear at the bottom of the screen. Press Y || to save or [}@ to
not save the changes.
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FIGURE 5.10 Personal Time Schedule Screen
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12/11/2000, 10:25:30 AM, F4=Main Menu

Personal Time Schedule: Allen Richards

Priority Start
High to Low Date

Timer #1

Timer #2 :
Timer #3 --:--
Timer #4 ——:--

This timer is currently turned OFF. To use it, first change it's Status to
ON. The other fields will then become editable.

ARROWS: Select, +/-: Edits, S: Saves

\_ dnID080a/

GROUP NAME - The Group Name field lists the groups to which this PAC belongs. All four
groups are named on the left side of the table (see Figure 5.9). The assignment status is
displayed on the right. To assign the PAC to a group, change the status to Include.
Exclude means the PAC is not assigned to the group. If the PAC is included in a group,
that group's Time Schedule will be used to supplement the PAC's Personal Time Schedule.
This means that the Group Time Schedule(s) will be used to validate the PAC if the current
time doesn't fall into any time periods defined in the Personal Time Schedule. Use or

/A /I"
arrow keys to move the cursor and or ;;]‘l to make the change.

FLOOR MAP - The right half of the Passenger Information Editing screen (Figure 5.9)
shows the Floor Map field. The Floor Map is used to assign access rights to the PAC. The
first column is the Floor name displayed as the Landing Label. The next two columns show
the access rights for the front door and the rear door for each floor. Access means the PAC
has access rights. No Access means that access rights are not granted.

Use the arrow keys to move the cursor and f! ] or 2 [| to make the change. If the building
has more floors than can be shown on a single screen the and keys can be used
for fast scrolling to view and program other floors.

ADD A RECORD - At the Passenger Name list screen shown in Figure 5.8 press to add
a PAC record. The screen will change to the Passenger Information editing screen. The
name field will be empty and the other fields will have their default values. Type in the Name
and program all the fields as described above. After you have programmed all the fields
and saved the record, press the [@ key to return to the Passenger Name list screen.
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EDIT A RECORD - At the Passenger Name list screen, use the arrow key to select the
name associated with the record you would like to edit and press . The screen will
change to the Passenger Information editing screen (Figure 5.9). The data in the record will
be displayed. When you have finished editing, Press @ to save the changes and @ to
confirm, then press the Egﬂ key to return to the Passenger Name list screen.

DELETE A RECORD - At the Passenger Name list screen, use the arrow keys to select the
name associated with the record you would like to delete, then press @ You will be
prompted for confirmation. Delete record for passenger "Jane Doe" (Y/N)?will
appear. Press to confirm the deletion, or press @ to abandon the deletion.

5.8
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PROGRAMMING THE GROUP TIME SCHEDULES

A passenger, and his or her Passenger Access Code (PAC), can be assigned to any of four
groups. The groups are listed on the Passenger Information Menu (Figure 5.9). The Group
Names may be customized (see section 5.8.1). Each group has an associated Time
Schedule. A Group Time Schedule has 16 timers so up to 16 time periods can be defined.
These time periods act as additions to the time periods defined in the passenger’s Personal
Time Schedule. When determining access rights, the controller first checks the
passenger’s Personal Time Schedule. If current time does not fall into any of those time
periods, the controller will check the Group Time Schedule for any groups to which the
passenger has been assigned.

To program a Group Time Schedule, press the function key shown in front of the group
name on the Passenger Information Menu. The Group Time Schedule screen will be
displayed (Figure 5.10).

All 16 timers are displayed and programmed on this screen. Each timer has six
programmable fields, Start Date, End Date, Day, Start Time, End Time and Timer Status.
Use arrow keys or the key to move the cursor from one field to another and use or
[o]] to make the change.

Press @ any time you want to save the change. The system will do nothing if no change
has been made. Otherwise, a prompt Save changes? (Y/N) will appear at the bottom of
the screen. Press [Y [ to save or V]| to not save the changes.

When you finish programming, press the Egﬂ key to exit. If you exit without saving, a

prompt: save changes? (Y/N) will appear at the bottom of the screen. Press @ to save or
[V]] to not save the changes.
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FIGURE 5.10 Group Time Schedule (F9, 1, 1) Screen
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12/11/2000, 10:25:30 AM, F4=Main Menu
Group #1 Time Schedule: R & D Group

Priority Start End Start
High to Low Date Date Time i Action

Timer #1 7/4/2000 7/4/2000 :00 AM : Config #1
Timer #2 /--/ /--/ :00 AM : Config #2
Timer #3 :00 PM : Config #3
Timer #4 :00 PM : Config #3
Timer #5 /--/ /--/ :00 PM : Config #4
Timer #6 12/25/2000 12/27/2000 :00 AM : Config #5
Timer #7 --/-=/-- /--/ i-- :

Timer #8 t-- : OFF
Timer #9 e : OFF
Timer #10 e : OFF
Timer #11 - : OFF
Timer #12 t-- : OFF
Timer #13 e : OFF
Timer #14 - : OFF
Timer #15 t-- : OFF
Timer #16 --/--/-- : : OFF

Use the +/- keys to change the day on which this timer is active. Value may be a
single day of the week like SAT for Saturday or a range of days M-F for

Monday thru Friday. The setting ALL means the timer is active everyday.

The setting DATE means the timer will be active only on the dates specified

in the Date fields.

ARROWS: Select, +/-: Edits, S: Saves

\_ dnID075a/

The following is a description of possible values for each field:

Start Date and End Date - These fields specify the dates on which this time schedule will
be active. To edit these fields, the Day field must be set to DATE.

Day - Day specifies the day or days of the week. There are ten choices: MON, TUE,
WED, THU, FRI, SAT, SUN, M-F, ALL and DATE. M-F means Monday through Friday.
ALL means all seven days of a week.

Start Time and End Time - These fields define the time period for each time schedule.
The hour ranges from 0 to 23, and the minute ranges from 0 to 59. The earliest time is
12:00 AM (00:00) and the latest time is 12:00 AM (00:00). An End Time of 12:00 AM (00:00
means the timer stays active until the end of the day. Both start time and end time must be
in the same day. No time period can be defined greater than 24 hours or defined across
midnight.

Status - provides an easy way to turn the timer ON or OFF. If the Status is OFF, the Time
Schedule will not be used. If you set up a time schedule and for some reason you decide
not to use it now, just turn the Status to OFF. Later when you want to use it again, set its
status to ON.
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5.8.1 CHANGING A GROUP NAME

The Group Name is used to identify each group. The first four items on the Passenger
Information Menu are the Groups and the names are followed by (Time Schedule). The
Group Names can be changed, for example, to the name of a department in your
organization or an organization in your building.

To change a Group Name, press on the Passenger Information Menu screen. A
selection line wi|l appear beneath the Menu. Use left or right arrow keys to move the cursor
and press to make the selection. The Group's name will appear in the box for you to
modify. See Figure 5.11.

FIGURE 5.11 Passenger Information Menu (F7 - F1) Screen

5-24
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7/25/2000, 10:25:30, F4=Main Menu

Passenger Information Menu (F9, 1)

R & D Group (Time Schedule)

Group #2 (Time Schedule)

Group #3 (Time Schedule)

Group #4 (Time Schedule)

Select Passenger Access Code Size

Program Passenger Information

Edit Group's Name

Enter New Name for Group:Q & D Group

Type new value for the parameter, then press ENTER. Press ESC to cancel.

\_ dnID076a J

Type in the new name, up to 25 characters, upper and lower case alphabetic or numeric
including spaces and punctuation. Use the ¢/ or a | arrow keys to move the cursor and

type the new characters over the old ones. The Insert and Delete keys are not functional
here. Use the space bar for blank characters.

When you have finished editing, press to save the change. The system will do

nothing if you didn't make any change. Otherwise, a prompt Save Complete Will appear at
the bottom of the screen to confirm the save.
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5.9.1

SECURITY REPORTS

Whenever the ACE Security is ON, all the car calls to the Secured floors are recorded into a
database in the memory. The database can hold up to 500 records. When the database is
full, a new record will replace the oldest one in the database. The database will always
contain a record of the latest 500 Secured car call. After you have viewed the records in the
database, you can leave the database as it is or you can delete all the records.

VIEWING THE SECURED CAR CALL LIST

With the Security Menu displayed, pressing [f;ﬂ will bring display the Security Report
Generation Menu shown in Figure 5.12.

FIGURE 5.12 Security Report Generation Menu (F9, 3) Screen

42-02-S024
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7/26/2000, 10:25:30, F4=Main Menu

Security Report Generation Menu

1 - List Secured Car Calls Registered

2 - Clear List
3 - Print Secured Car Call Report

\_ dnipi8la /

Press H in the Security Report Generation Menu and the screen shown in Figure 5.13 will
appeatr.
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FIGURE 5.13 List Secured Car Calls Registered (F9, 3, 1) Screen
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( 04/27/1999 10:25:30 F12 - ExiD
Li £ S 3 G Calls Regi 3

Date Time Scr Flr Dst Flr Car Passenger ID Msg & Code
10-24-96 16:30 L 8 A DICK WENGER Reject (0)
10-24-96 16:32 L 3 B JOE KNAVERY Reject (1)
10-24-96 16:32 3 8 A TERRY SMITH Reject (0)
10-24-96 16:35 L 6 D DAVID PARTNER Accept (2)
10-24-96 16:37 7 9 C Reject (0)
10-24-96 16:42 6 8 B Reject (0)
10-24-96 16:44 2 6 A RAY GALVID Accept (2)
10-24-96 16:44 L 5 B ALI MESENNA Accept (2)
10-24-96 16:50 L 6 D Reject (0)
10-24-96 16:53 5 8 A DAVID SHARPER Accept (2)
10-24-96 16:55 5 9 B RAY GALVID Accept (2)

\_ dnID084 )

For each record, the list shows the date and time the car call was entered. The items in the
column labeled Src FIr are the source floors where the calls were entered and the items in
the column labeled Dst Fir are the destination floors. The numbers under the Car # column
are the labels of the cars where the call was entered. The Passenger ID is the name
associated with the PAC that was used with the call. Some of the ID fields are blank
because non-existent PAC's had been entered with those car calls. The Msg & Code
shows the action the system had taken for that car call and why.

NOTE: When a passenger is deleted, any entries for that passenger on the report

are shown with the leading character of the ID replaced with an asterisk (*),

To view the report use ff] and ] to scroll one line at a time or use and to scroll

pages.

Message and Code for Secured Car Calls

Reject (0)
Reject (1)
Accept (2)

Accept (3)

REJECTED because of the non-existence of PAC.
REJECTED. The PAC has no access right to the destination floor.

ACCEPTED. The PAC exists, has access right to the floor and the time
when the PAC was entered was a valid time based on the Personal Time
Schedule.

ACCEPTED because the PAC exists, has access right to the floor and the
time when the PAC was entered was a valid time based on the Group Time
Schedule of the group the PAC belongs to.
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5.9.2

5.9.3

Reject (4)

Reject (5)

REJECTED. Even though the PAC exists, has access right to the floor and it
belongs to the group, the time when the PAC was entered is neither within
the time periods defined in PAC's Personal Time Schedule nor the time
periods defined by the Group Time Schedule.

REJECTED. Even though the PAC exists and has access right to the floor,
the time when the PAC was entered was not within the time periods defined
in the PAC's Personal Time Schedule and the PAC does not belong to any

group.

CLEARING THE RECORDS OF REGISTERED CAR CALLS

To clear the database press [};ﬂ in the Security Report Generation Menu. You will see the
next two lines displayed on the screen:

All events logged in the list will be deleted

Press ENTER to clear list or any other key to continue

Pressing the key at this time will clear all the records and reset all indexes internally
to get ready to record the new car calls. If you pressed [};ﬂ by mistake, press any other key
to abort the operation.

PRINTING THE SECURED CAR CALL REPORT

From the Security Report Generation Menu select , Print Secured Car Call Reports.
Follow the instructions presented on the screen.

5.10
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PROGRAMMING CHECKLIST

Use the following checklist to ensure that all of the elements required for proper operation of
Access Control for Elevators (ACE) Security have been programmed. Refer to the listed
section for a description and instructions for programming each item.

© XN O~ PRE

ACE Password (Section 5.4).

Master Software Key - Enabled (Section 5.2.1)
Security Software Switch (Section 5.2.2)

BSI Input, if applicable (Section 5.2.3)

Security Configuration Status (Section 5.2.4)
Security Configurations, as required (Section 5.5)
Security Configuration Timer Table (Section 5.6)
PAC Size (Section 5.8.1)

Passenger Information (Section 5.7.3)

oo oW

e.

Passenger Name

Passenger Access Code
Personal Time Schedule

Group Assignment (Group Name)
Floor Access (Floor Map)

10. Group Time Schedules, as required (Section 5.8)
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SECTION 6
SECURITY INTERFACE SOFTWARE (SIS)

6.0

42-02-S024

INTRODUCTION

MCE'’s elevator security options, Basic Security with CRT and Access Control for Elevators
(ACE), are programmed using a CRT terminal or a PC. The Security Interface Software (SIS)
is used to program the elevator security parameters using a PC.

The Security Interface Software can be run on the PC in the following ways:
* as a stand-alone DOS program
* launched from inside Windows
* launched from MCE’s Central Monitoring System (CMS) for Windows software

The PC can be connected to the controller running the elevator security option:
» directly via serial cable
* via a serial cable plus line drivers (to extend the distance)
* via a phone line using a modem
* via an Ethernet connection through CMS

A block diagram of the components and cables to be used for the installation can be found on
the Peripherals Interface page in the Job Prints for the job. MCE’s Computer Peripherals
Manual, part# 42-02-CPO00, provides additional instructions including the proper jumper, switch
and COM port settings.

ABOUT THIS SECTION - This section describes how to install and use the Security Interface
Software. It is divided into the following sections:

Section 6.1, Getting Started - This section covers the system requirements and software
installation. An overview of MCE’s elevator security is also included.

Section 6.2, Security Job Connection Menu - This section covers the COM port and modem
settings used to make the connection to the controller. If SIS will be accessed using MCE's
Central Monitoring System (CMS) for Windows software, this section may be skipped.

Section 6.3, Security Interface Software Main Menu - The Main Menu for Access Control
for Elevators (ACE) security has more options than the Main Menu for Standard Security. This
section gives an indication of what can be accomplished using each menu option.

Section 6.4, Security Configuration Menu - This section pertains to both Standard and ACE
Security. It explains how elevator security is turned ON or OFF using the various hardware and
software settings. It covers programming the Security Configurations that set the security status
for each floor. It also covers programming the Timer Table and how to activate a specific
Security Configuration or select Timed to allow the current Security Configuration to be selected
via the Security Configuration Timer Table.

Section 6.5, Passenger Information Menu - This section pertains only to ACE Security. It
explains how to program the Passenger Data, including the Passenger Access Code (PAC),
Floor Access Restrictions, Personal Timer Schedule and assigning a passenger to a Group.
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Section 6.6, Report Generation Menu - A list of Secured Car Calls Registered is available
with ACE Security. This section describes the options available in this menu.

Section 6.7, Change Controller Password - Access to the controller using the Security
Interface Software can be password protected. This section describes how to set the
password.

6.1

6.1.1

6.1.2

6.1.3

6-2

GETTING STARTED

SYSTEM REQUIREMENTS

To run the Security Interface Software, a computer system with at least the following is
required:

v IBM compatible PC with:
1 MB RAM
40 MB hard disk
1 or more serial ports
1 3.5" floppy disk drive

1 VGA card
v 1 VGA monitor
v 1 Hayes compatible modem (if phone connection is used)

WINDOWS INSTALLATION

Use the following installation procedure to install the SIS program from Windows.
1. Insert the floppy disk containing the SIS program in drive A: or B:
2. Click on the Start button, then click on Run.

3. At the Run Command Line Entry, depending on the location of the floppy disk, Type
AN\SETUP.

4. Follow the instructions on the screen to complete the installation.
CMS INSTALLATION

It is not necessary to install the Security Interface Software separately if SIS will be accessed
using MCE's Central Monitoring System (CMS) for Windows software. The SIS program is
installed when the CMS software is installed. Consult the Central Monitoring System (CMS)
User’'s Guide, part # 42-02-S021, for installation instructions.

Note: When a Device Server is used, the security.ini file must be modified as follows:
1. Double-click My Computer, then double-click C: drive (or drive where CMS is installed).
2. Double-click CMSWIN folder.
3. Double-click the security.ini file to open it.
4. Under [Security Call Lockout]
» for Digi Port Server TS2, set Terminal=5
» for CoBox-FL-01 Device Server, set Terminal=6

5. Save and then close the security.ini file.
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6.2

42-02-S024

SECURITY JOB CONNECTION MENU

NOTE: If MCE'’s Central Monitoring System (CMS) for Windows software
will be used to access the SIS program, skip this section and
proceed to Section 3, Security Interface Software Main Menu.

If the SIS program is running as a stand alone DOS program or launched from Windows, the
SECURITY JOB CONNECTION MENU is the first menu displayed. This menu allows setup of
the communication parameters between the PC and the controller.

The current values of the communication parameters are displayed in the window just below
the menu.

MEgoL

]
SECURITY JOB COMMECTION MEHNU

COM Port Setup

Select COM Port

Specify Baud Rate

Specify HMedia

Specify Phone Mumber~IF Address
Connect to Controller

Exit

COM Port: COM1
Baud Rate: 7688 hps
Media:Direct
Phone-IF Add:

Motion Control Engineering — Security Interface Software UER. 2

To select an option from the Security Job Connection menu, use the Up or Down arrow keys
to highlight the desired option and then press Enter or press the letter that is highlighted in the
menu option. For example, to select the option “Specify Baud Rate,” either highlight it using
the arrow keys and press Enter or press the letter “B” on the keyboard.

The menu options and their functions are described in detail in the following sub-sections.
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6.2.1 COM PORT SETUP

This option is used to program the base address and IRQ setting for the PC’'s COM Ports. This
option is used when more than two COM ports are used to access multiple controllers. The
default settings for COM ports 1 and 2 are the normal PC default settings.

NOTE: Consult your Windows User's Manual to verify PC COM port resource
settings before attempting any changes to the SIS COM Port setup.

To select the COM Port Setup option use the arrow keys to highlight it and then press Enter
or press the letter “S” on the keyboard. The following pop-up window displayed.

SECURITY JOB CONHNECTION MEMU

COM PORT SETUP

Bx3F8
Bx2F8
Bx2208
Bx228
Bx248
Bx248
Bx268
Bx268
Alt-5 to save

CACACACACR LA LS o

Phone Mumber:- AT EBUA DT 555 1234

Use the arrow keys to highlight the item you wish to change and press the “I” or “D” key to
increment or decrement the value. Press Alt-S to save the changes. Press Esc to return to
the Security Job Connection Menu.
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6.2.2

6.2.3

42-02-S024

SELECT COM PORT
This option is used to select the Serial Port that to be use for communicating with the controller.

To select this option use the arrow keys to highlight it and then press Enter or press the letter
“P” on the keyboard.

SECURITY JOB CONNECTION MENU

COM Port Setup
Select C

Specify

Specify

Specify COM1
Connect

Exit

COM
Baud 5
Media: Direct
Phone Mumber: AT EBUA DT 555 1234

Once this option is selected, a pop-up window is displayed as shown above. Select the desired
COM Port by highlighting it using the arrow keys and pressing Enter.

To cancel the operation and return to the Security Job Connection Menu, press the Esc key.
SPECIFY BAUD RATE

This option is used to select the communication baud rate between the PC and the controller.
To choose this option, either highlight it using the arrow keys and press Enter or press the
letter “B” on the keyboard.

SECURITY JOB CONNECTION MENU

COM Port Setup
Select COM Fort
Specify Baud Rate
Specify

Specify

Connect

Exit

192806

COM
Baud Rate: 1726860 hps
Media: Direct
Phone Mumber: AT EBUB DT 555 1234

Once selected, this option displays a pop-up window for choosing a Baud Rate as shown
above. Use the arrow keys to choose a value for the Baud Rate and press Enter.
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Select a baud rate that matches the baud rate of the communication media being used to
connect to the controller. Refer to the baud rate information in the documentation provided by
the communication media manufacturer. Then refer to the following table to select the proper
baud rate for the communication media. To cancel the operation and return to the Security Job
Connection Menu, press the Esc key.

Communication Media Baud Rate
Serial Cable * 19,200
Line Driver * 9600
Modem modem specific, 2400 - 19,200
Network Modem modem specific, 2400 - 19,200
Telrad ISDN 19,200
Black Box LE2101A-BT-R2 **
Digi Port Server TS 2 *x
CoBox-FL-01 Device Server **

* Note: For direct serial cable and line driver connections, select Direct Media.
**  Note: COM port settings and baud rate are not used for Ethernet connection.
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6.2.4

o
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SPECIFY MEDIA

This option is used to select the communication Media between the PC and the controller. To
choose this option, either highlight it using the arrow keys and press Enter or press the letter
“M” on the keyboard.

SECURITY JOB CONMECTIOM MENU

COM Port Setup

Select COM Port

Specify Baud Rate

Specify Media

Specify Phone Mumber~IP Address
Connect to Controller

Exit

Direct

COM
Baud

H
PhonesIP

Once selected, this option displays a pop-up window for choosing a Media as shown above.
Use the arrow keys to choose a Media and press Enter. To cancel the operation and return
to the Security Job Connection Menu, press the Esc key.

Specify Ethernet Connection - Three Ethernet device servers have been tested and proven
compatible with this software. Select the option for the device server used:

 Black Box LE2101A-BT-RT2 for Black Box LE2101A-BT-RT2 device server.

» Digi Port Server TS 2 for Digi Port TS 2 device server.

» CoBox-FL-01 Device Server for LANTRONIX CoBox-FL-01 device server.

NOTE: For other device servers, call MCE Tech Support to determine compatibility
with this software.
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6.2.5

6.2.6

6-8

SPECIFY PHONE NUMBER / IP ADDRESS

If a modem or Ethernet connection will be used to communicate with the controller, use this
option to specify the phone number or IP Address. To choose this option, either highlight it
using the arrow keys and press Enter or press the letter “N” on the keyboard.

SECURITY JOB CONMECTION MEMWU
I COM Port Setup I

Hodem Phone Mumber~IF Address

: 555-1234
: 18.18.58.24 2681

*18.18.58.24, 208081

Once selected, this option displays a pop-up window listing the existing phone numbers / IP
Addresses. Use the arrow keys to choose a (job) Name and press Enter.

To add a new phone number into the list, use the down arrow key to go to an empty line and
enter the relevant information. Additional characters may be required depending on the modem
to be used. Refer to the documentation provided by the modem manufacturer.

If device servers will be used to communicate with the controller, add a new IP Address and
port Number. For Digi Port Server TS2 use the format IP Address[space]port number, for
example (125.10.12.126 2001). For Lantronics CoBox-FL-01 use the format IP Address[,]port
number, for example (125.10.12.126,2001). Note the difference: Digi uses a space and
Lantronics uses a comma between the IP Address and the port number.

To cancel the operation and return to the Security Job Connection Menu, press the Esc key.
CONNECT TO CONTROLLER
After selecting the desired communication parameters, connection to the controller can be

attempted. To connect to the controller, either choose this option using the arrow keys and
press Enter or press the letter “C” on the keyboard.

SECURITY INTERFACE SOFTUARE LOGIM

Enter Password:

When connected, the system will prompt for the password as shown above. Type in the
password and press Enter. If no password has been programmed press Enter to gain access.
Section 7 explains how to program the password.
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LOST OR FORGOTTEN PASSWORD - If you don't remember the password, press “?” on the
keyboard. This displays the Lost Password window.

LOST PASSWORD — REFEREHNCE #1@
Contact MCE to obtain a temporary password

Enter Temporary Password:
Enter Desired Password:
Confirm Desired Password:

Make a note of the Reference # and contact MCE Technical Support for a temporary password.
Type in the temporary password and press Enter. If you make a mistake while typing the
temporary password, try again. Choose a new password, type it in and press Enter. Then
confirm the new password by typing it in again and pressing Enter.

After verification of the temporary password as well as the new password, the new password
is uploaded to the controller. Use this new password at the Login prompt when you next log
in.

6.2.7 Exit

To Exit the SIS program, select this option using the arrow keys and press Enter or press the
letter “X” on the keyboard.
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6.3

6.3.1

6-10 -

SECURITY INTERFACE SOFTWARE MAIN MENU

Once the connection to the controller has been established and the Login Password is verified,
the system displays the Security Interface Software Main Menu.

The number of options in the Main Menu depends on the type of security running on the
controller, Basic Security or Access Control for Elevators (ACE). With Basic Security the
Passenger Information Menu and Report Generation Menu options will not be available.

BASIC SECURITY MAIN MENU

With MCE’s Basic Security the following Main Menu is displayed.

i 515
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85
SECURITY INTERFACE SOFTWARE MAIN MENU

Security Configuration Menu
Change Controller Password
Exit (Dizconnect?

S

N N |

Motion Control Engineering - Security Interface Software VER. 2

To select an option, use the Up or Down arrow keys to highlight the desired option and then

press Enter or press the key for the letter that is highlighted (displayed in a different color) in
the menu option.

Security Configuration Menu - Select this menu to:

program or modify a Security Configuration (see Section 6.4.2)

program or modify the Security Configuration Timer Table (see Section 6.4.3)
activate a Security Configuration (see Section 6.4.4)

change the Security Software Switch setting (see Section 6.4.5)

Change Controller Password - Use this to change the Password (see Section 6.7)

Exit (Disconnect) - Use this to disconnect the connection to the controller.
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6.3.2 ACCESS CONTROL FOR ELEVATORS (ACE) MAIN MENU

With Access Control for Elevators (ACE) security the following Main Menu is displayed.

% 515 =] B3
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SECURITY INTERFACE SOFTWARE MAIM MEHNU

Securdty Configuration Menu
Passenger Information Menu
Report Generation Menu
Change Controller Password
Exit <Disconnect>

Motion Contrel Engineering - Security Interface software VER. 2

To select an option, use the Up or Down arrow keys to highlight the desired option and then
press Enter or press the key for the letter that is highlighted (displayed in a different color) in
the menu option.

Security Configuration Menu - Select this menu to:

program or modify a Security Configuration (see Section 6.4.2)

program or modify the Security Configuration Timer Table (see Section 6.4.3)
activate a Security Configuration (see Section 6.4.4)

change the Security Software Switch setting (see Section 6.4.5)

Passenger Information Menu - Select this menu to:
* modify Passenger Data (see Section 6.5.1)
* modify Group Data (see Section 6.5.2)
» set the Length of Passenger Access Codes (see Section 6.5.3)

Change Controller Password - Use this to change the Password (see Section 6.7)

Exit (Disconnect) - Use this to disconnect the connection to the controller.
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6.4 SECURITY CONFIGURATION MENU

To select this option from the Main Menu, use the arrow keys to highlight it, then press Enter
or press the letter “C” on the keyboard. The following menu is displayed.

% 515 =] B3
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&l & &5 Al

N
SECURITY COMFIGURATION MENU

Program a Security Configuration

Edit the Security Configuration Timer Tahle
Activate a Security Configuration

Modify the Security Software Switch

Return to Main Menu

Security Statuz:=0M
Security Configuration Status:MANMUAL #1
Master Software Keuw:-ENABLED
Security Software Switch:O0N
BSI :OFF

==
T S T
Motion Control Engineering - Security Interface software -

6.4.1 SECURITY STATUS - TURNING SECURITY ON AND OFF

The status of the elevator security parameters is displayed in a window below the menu. Four
of these parameters, (1) Security Configuration Status, (2) Master Software Key, (3) Security
Software Switch and (4) BSI, determine the overall Security Status. These parameters are
described below and Table 6.1, Security Status Decision Matrix, describes their effect on the
overall Security Status.

Security Status - This is the overall security status, ON or OFF.

Security Configuration Status - Shows the current Security Configuration and how it was
activated, Manual or Timed.

Master Software Key - This is the MSK, Master Software Key parameter which is set using
the Computer Swing Panel Enhanced On-Board Diagnostics (see Section 5 of the controller
manual). Table 6.1 shows how the Master Software Key affects the overall Security Status.

Security Software Switch - The Security Software Switch can be set to ON or OFF using the
“Modify the Security Software Switch” option in the Security Configuration Menu. Table 6.1
shows how the Security Software Switch affects the overall Security Status.

BSI - This is an optional controller input which can be connected to a hardware switch for
activation. Table 6.1 shows how the BSI input affects the overall Security Status.
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TABLE 6.1 Security Status Decision Matrix

Inputs or Software Settings Outputs or Results
Master Security BSIx Security Security Security
Software Software Input | Configuration Configuration Status
Key Switch (optional) in use
Deactivated n/a n/a n/a none OFF
Activated n/a n/a n/a 1 ON
Manual 1 thru 8 per
Enabled Security Config. ON
1 thru 8
Status
ON n/a
Timed 1thru8 Op,\elzro%zglr:
per Timer Table Table
OFF n/a none OFF
1 thru 8 per
i/l 3123618' Security Config. ON
OFF Status
ON
Timed Lthru 8 et Timer
per Timer Table P
Table

X Ignore the shaded area unless the controller has the BSI input.
The various menu options and their functions are described in the following sub sections:
6.4.2 PROGRAM A SECURITY CONFIGURATION

This option is used to program 8 possible security configurations. These configurations may
be selected and activated later using the “ Activate a Security Configuration” option from the
Security Configuration Menu. To select this option, use the arrow keys to highlight the option
and press Enter or press the letter “P” on the keyboard. A pop-up window with a list of
configurations as shown below is displayed.

WHICH CONFIGURATION TO PROGRAM?

Conf iguration
Conf iguration

Conf iguration
Conf iguration
Conf iguration
Conf iguration
Conf iguration
Conf iguration
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Select the configuration to program using the arrow keys and press Enter. This opens another
window as shown.

@ 515

Security Configuration #1
HALL CALLS CAR CALLS
MAIN AUX
UF DM UF DM ] B H 1] E F
FR FR FR FR FR FR FR FR FR FR

Alt—-5% to zave

o

6-14 -

This window displays a column with all the floors in the building at the extreme left of the
window. To the right of the floors is a box that contains the various HALL CALLS. There are
two columns within this box. One for the main hall calls labeled MAIN and the other for the
auxiliary hall calls labeled AUX. The labels UP and DN refer to the directions up and down
respectively. The labels F and R refer to the front and rear doors respectively. The security
status of hall calls can be set to Locked (L) or Unsecured (.). Section 1.5, An Overview of
MCE's Elevator Security describes these settings.

The box on the right side of the window contains all the CAR CALLS. The columns for the
various cars are labeled A, B, C, D... or 1, 2, 3, 4...and so on. The security status of car calls
can be set to Locked (L), Secured (S) or Unsecured (.). Section 1.6, An Overview of MCE's
Elevator Security describes these settings.

To change the security status of a particular hall call or car call, position the cursor on the
desired field using the arrow keys. To change the status, use the letters “D” or “I” on the
keyboard to scroll through the security choices or press the “L”, “S” or “.” key. When finished,
press Alt-S to save the configuration. Press the Esc key to return to the previous menu.

PER-CAR HALL CALL SECURITY - If so ordered from the factory, your system may offer Per
Car Security. Programming Per Car Security is essentially the same, the difference being that
each elevator car may be set to respond to hall calls independently.

NOTE: With Basic Security, the Security Codes are programmed using each car
controller's Main Computer. A floor cannot be Secured unless a Security
Code has been programmed for that floor. Instructions for programming
the Security Codes is found in Section 2.3,Viewing and Changing the
Security Codes - PTC and PHC and in Section 2.4, Viewing and Changing
Security Codes - Swing Panel.
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6.4.3
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EDIT THE SECURITY CONFIGURATION TIMER TABLE

To select this option, use the arrow keys to highlight the option and press Enter or press the
letter “B” on the keyboard. A pop-up window with a list of Security Configuration Timers and
their status is displayed.

SECURITY CONFIG. TIMER TABLE Status
Timer Day Begin End Config COM/0FF >

ALL A6 : B8 23:59 ]|
ALL A8 : @ 23:59 OFF
ALL A@ : 8@ 23:59 OFF
ALL A@ : 8@ 23:59 OFF
ALL A8 :AA 23:59 OFF
ALL A8 :AA 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL A8 : 88 23:59 OFF
ALL 868 : 88 23:59 OFF
Alt—-5 to =save

ok ko o ok o ko o ok ok o ok ok

This option is used to program the 16 time schedules, Timer #1 thru #16, which select the
current Security Configuration when Timed is selected using the “Activate a Configuration”
selection. Each timer specifies a Day, Begin time, End time, Configuration Number (Config)
and timer Status. The timers are searched continuously to achieve automatic switching of
configurations. The Config number in the highest priority timer with a Status of ON that is valid
for this day and time (current time is between Begin and End time) determines the current
Security Configuration. If no timers are valid, the Configuration status will be Timed OFF and
the Security Status will be OFF.

Timer priority is determined by the timer number. Timer #1 has highest priority and Timer # 16
has lowest priority.

Use the arrow keys to select the field to change. Use the letters “D” or “I" on the keyboard to
scroll through the values available for the selected field. Press Alt-S to save the configuration.
Press Esc to return to the previous menu.

Day represents the day(s) of the week on which the selected configuration will be activated.
The values for Day are MON, TUE, WED, THU, FRI, SAT, and SUN representing each day of
the week respectively, M-F representing Monday through Friday and ALL meaning every day.

Begin is the time, in hours and minutes, when the selected configuration will be activated. End
is the time, in hours and minutes, when the selected configuration will be deactivated. The
earliest time is 00:00 and the latest time is 23:59. Both start time and end time must be in the
same day. No time period can be defined greater than 24 hours or defined across midnight.
Any timer with an end time of 23:59 will be automatically extended to midnight to avoid an
undefined minute, 23:59 to midnight.
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The configuration number, Config, can be any one of the eight Security Configurations
described in Section 6.4.2.

The Timer Status can be either ON or OFF. When the timer status is OFF, the timer settings
are ignored.

CAUTION:  Be careful not to define timers that overlap. If the Start Time of one
timer is earlier than the End Time of another timer they may not
operate as expected.

Example: Suppose you would like to use Security Configuration #5 overnight, from
20:00 (8 pm) to 6:00 (6 am) Monday through Friday. Use two timers and set the Day
field of both timers to M-F. Set one timer’s start time to 20:00 and end time to 23:59.
Set the second timer’s start time to 00:00, and End Time to 06:00. Set Config. #to 5
and Timer Status ON for both timers.

6.4.4 ACTIVATE A SECURITY CONFIGURATION

6-16

This option is used to activate a Security Configuration that has been programmed using the
“Program a Security Configuration” option. To select this option, use the arrow keys to
highlight the “Activate a Security Configuration” option and press Enter or press the letter “A”
on the keyboard. The following pop-up window is displayed.

ACTIVATE WHICH CONFIGURATION?

Configuration #1
Configuration #H2
Configuration #3
Configuration #4

Configuration #5

Configuration H6

Configuration #7

Configuration #HB8
Timed

Select the desired configuration (Configuration #1 through #8) using the arrow keys and press
Enter to activate it. If Configuration #4 is activated, the Security Configuration Status will be
Manual #4. The selected configuration will remain active until changed.

If Timed is selected, then the currently selected configuration is determined by the settings in
the Security Configuration Timer Table (refer to Section 6.4.2). If the Timer Table selects
Configuration #6, the Security Configuration Status will be Timed #6. If no timers are valid,
the Security Configuration Status will be Timed OFF and the Security Status will be OFF.

Press the Esc key to return to the previous menu.
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6.4.5

6.4.6
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MODIFY THE SECURITY SOFTWARE SWITCH

This option is used to change the settings of the Security Software Switch. To select this option,
use the arrow keys to highlight the selection and press Enter or press the letter “W” on the
keyboard. The following pop-up window is displayed.

SECURITY CONFIGURATION MEMU

Program a Security Configuration
Edit the Security Configuration Timer Tahle
Activate a Security Configuration

Modify the Security Software Switch
Ret

SET SOFTWARE SWITCH

Turn Security OFF
Turn Security ON

Select the desired setting, ON or OFF using the arrow keys and press Enter. Refer to
Table 6.1, Security Status Decision Matrix, for a description of how the Security Software
Switch affects the overall Security Status.

Press the Esc key to return to the previous menu.

RETURN TO MAIN MENU

Press the Esc key or the letter “R” on the keyboard to return to the Security Interface Software
Main Menu.
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6.5

PASSENGER INFORMATION MENU

This option is only available for controllers with Access Control for Elevators (ACE) security.
To select this option, choose it using the arrow keys and press Enter or press the letter “P” on
the keyboard. When selected, this option displays a sub menu as shown below.

4 515 _ (O] =]
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SECURITY INTERFACE SOFTWARE MAIN MENU

5

PASSENGER INFORMATION MEHNU

Modify Passzenger Data
Modify Group Data

Set Length of Access Codes
Return to Main Menu

]

...........................

Motion Contral Engineering - Security Interface Software VER. 2

6.5.1 MODIFY PASSENGER DATA

This option allows modification of the passenger information on the controller. To select this
option, highlight it using the arrow keys and press Enter or press the letter “P” on the
keyboard. When selected, it displays the pop-up menu shown below.

SECURITY INWTERFACE SOFTUWARE MAIN MENU

PASSENGER INFORMATION MEWU

Modify Passzenger Data
Modif v

Set Len | Modify Passenger Data
Return

Edit a Record
dd Mew Passenger
elete a Record

The various menu options and their functions are described in the following sub sections:

6-18 « SECURITY INTERFACE SOFTWARE (SIS) 42-02-5024



6.5.1.1 EDIT A RECORD - This option is used to edit the information for an existing
passenger. To select this option, choose it using the arrow keys and press Enter or press the
letter “E” on the keyboard. When selected, it displays a list of existing passengers sorted
alphabetically based on their first names.

SELECT PASSENGER
TO EDIT

Select the desired passenger using the arrow keys and press Enter to display a menu for that
passenger as shown in the following.

SECURITY INTERFACE S0OFTUARE MAIN MENU
PASSENGER INFORMATION MENU

FOR PASSENGER: Mary M
WHAT DO YOU WANT TO DO?

Change Passenger’'s Hame

Change Passenger’s Access Code
Enter Floor Access Hestrictions
Edit Personal Timer Schedule
Aszign Passenger to a Group
Exit This Menn
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The various menu options and their functions are described in the following sub sections:

CHANGE PASSENGER’S NAME - This option is used to change the selected Passenger’s
Name. To select this option, highlight it using the arrow keys and press Enter or press the
letter “N” on the keyboard. This displays a pop-up window as shown.

FOR PASSENGER: Mary M
MAKE DESIRED NAME CHANGES

Mary M
Alt-5 to save

Make the desired changes in the Passenger’'s Name and press Alt-S to save it. Press the Esc
key to return to the previous menu.

CHANGE PASSENGER’S ACCESS CODE - This option is used to change the selected
passenger’s access code. To select this option, highlight it using the arrow keys and press
Enter or press the letter “C” on the keyboard. This displays a pop-up window as shown.

FOR PASSENMGER: Mary M
ENTER PASSENGER ACCESS CODE

Y 11

Alt-5 to save

Use the arrow keys to position the cursor on the desired code. Use the letters “I” or “D” on the
keyboard to scroll through the choices available. When the desired changes have been made,
press Alt-S to save it. Press the Esc key to return to the previous menu.

ENTER FLOOR ACCESS RESTRICTIONS - This option is used to set the floor access
restrictions for the selected passenger. To select this option, highlight it using the arrow keys
and press Enter or press the letter “R” on the keyboard. This displays a pop-up window as
shown below.

FLOOR ACCESS MAF FOR PASSENGER
Mary M
Landing Front Door Rear Door

ACCESS ACCESS
ACCESS ACCESS
ACCESS ACCESS
NO ACCESS ACCESS
ACCESS ACCESS
ACCESS ACCESS
HO ACCESS ACCESS
ACCESS ACCESS
ACCESS ACCESS

9
8
7
6
5
4
3
2
1

Alt—5 to =save
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Use the arrow keys to position the cursor on the desired field. Use the letters “I” or “D” on the
keyboard to make the desired changes in the Passenger’s Floor Access Restrictions and press
Alt-S to save it. Press the Esc key to return to the previous menu.

EDIT PERSONAL TIMER SCHEDULE - This option is used to edit the selected passenger’s
personal timer schedule. The purpose of the personal timer schedule is to determine the times
that the selected passenger can access the elevator. This allows the building manager the
flexibility to provide a passenger with access to the elevator during off hours and/or weekends.

To select this option, highlight it using the arrow keys and press Enter or press the letter “T”
on the keyboard. This displays a pop-up window as shown below.

Mary M Status
Begin End COM-0FF>

aa:8a8 23:579 OFF

Ba:-[a 23:59 OFF

ad: a8 23:59 OFF

Ba:-aa 23:59 OFF
Alt—5% to =ave

Use the arrow keys to position the cursor on the desired status field. Use the letters “I” or “D”
on the keyboard to make the desired changes in the Passenger’s Personal Timer Schedule and
press Alt-S to save it. Press the Esc key to return to the previous menu.

ASSIGN PASSENGER TO A GROUP - This option is used to assign the selected passenger
to one or more groups. There are 4 groups that can be used for assignments. This gives the
building manager the flexibility to change the group’s active time instead of changing the
personal timer table for each passenger. To select this option, highlight it using the arrow keys
and press Enter or press the letter “G” on the keyboard. This displays a pop-up window as
shown.

GROUP ASSIGNMENTS FOR PASSENGER
John C
Group Mame Status

Group #1 IN GROUP

Group #2 HOT IN GROUP
Group #3 MOT IM GROUP
Group #4 NOT IN GROUP

Alt-5 to save

Use the arrow keys to position the cursor on the desired status field. Use the letters “I” or “D”
on the keyboard to make the desired changes in the Group Assignments For Passenger
window and press Alt-S to save it. Press the Esc key to return to the previous menu.

EXIT THIS MENU - Choose this option using the arrow keys and press Enter or either press
the letter “X” or the Esc key on the keyboard to return to the previous menu.
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6.5.1.2 ADD NEW PASSENGER - This option is used to add a new passenger to the existing
list of passengers. To select this option from the “Modify Passenger Data” menu, highlight it
using the arrow keys and press Enter or press the letter “A” on the keyboard. This displays a
pop-up window as shown below.

FOR PASSENGER: <new passenger>
MAKE DESIRED MAME CHAMGES

{new passengerr

Alt—5 to sawve

Replace <new passenger> with the name of the desired new passenger. Press Alt-S to save
the record. Press the Esc key to return to the previous menu.

After the new record is saved the menu below is displayed. This menu is the same as the “Edit
a Record” menu. Refer to Section 6.5.1.1 for a detailed description of the menu items and
functions.

SECURITY INTERFACE SOFTUWARE MAIN MENU
PASSENGER INFORMATION MENU

FOR PASSENGER: Jane Doe
UHAT DO YOU WANT TO DoO?

Change Passenger’s Hame

Change Passenger’s Access Code
Enter Floor Accezz Hestrictions
Edit Perzonal Timer Z2chedule
Aszign Passenger to a Group
Exit Thisz Menu
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6.5.1.3 DELETE A RECORD - This option is used to permanently remove a passenger from
the passenger list. To select this option from the “Modify Passenger Data” menu, highlight it
using the arrow keys and press Enter or press the letter “D” on the keyboard. This displays a
pop-up window with a list of all passenger names as shown below.

MARK PASSENGERS
TO DELETE

Allen Dihard
#* Jack D

Jane Doe

Jim A

John C

MHary H

D=Delete U=lUndelete ESC=abhort
Alt-5 to save

To mark a name for deleting, use the arrow keys to select the nhame then press “D”. To
Undelete a name use the arrow keys to select the name then press “U”. Press Alt-S to save
the record. Press the Esc key to return to the previous menu.

MODIFY GROUP DATA

This option is used to modify the group data. Choose the option from the “Passenger
Information Menu” using the arrow keys and press Enter or press the letter “G” on the
keyboard to activate this option. Once this option is activated, a pop-up list is displayed as
shown below.

CHOOSE GROUP TO EDIT

Group H#H1
Group #2
Group H3
Group H4

Choose a Group using the arrow keys and press Enter to modify it. This action displays a
menu as shown.

FOR GROUP: Group H#1
WHAT DO ¥YOU WANT TO DO?

Change Group’'s Hame
Edit Group Timer Schedule
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The various menu options and their functions are described in the following sub sections:

6.5.2.1 CHANGE GROUP’S NAME - This option is used to change the name of the selected
group. Choose the option using the arrow keys and press Enter to select it or press the letter
“N” on the keyboard. A pop-up screen as shown bellow is displayed.

FOR GROUF: Group H1
MAKE DESIRED HAME CHAHGES

Group H1
Alt—5 to save

Make the desired changes in the group’s name and press Alt-S to save the changes. Press the
Esc key to return to the previous menu.

6.5.2.2 EDIT GROUP TIMER SCHEDULE - This option is used to edit the selected group’s
timer schedule. Choose the option using the arrow keys and press Enter to select it or press
the letter “T” on the keyboard. A pop-up screen as shown below is displayed.

Group #1 Status
Day Begin End CON-0FF >

ALL A0 : 88 23:579 OFF
ALL A4 : A8 e OFF
ALL Ad: A8 23:59 0OFF
ALL A4 : 88 23:579 OFF
ALL A4 : 88 23:59 OFF
ALL Ad: 88 23:=59 OFF
ALL A0 : 88 23:579 OFF
ALL A4 : 88 23:59 OFF
ALL Ad: 88 23:=59 OFF
ALL A0 : 88 23:579 OFF
ALL A0 : 88 23:579 OFF
ALL A4 : A8 e OFF
ALL Ad: A8 23:59 0OFF
ALL A4 : 88 23:579 OFF
ALL A4 : 88 23:59 OFF
ALL Ad: A8 23:59 0OFF
Alt—5 to save

w000 =] 0 P f G B

Use the arrow keys to position the cursor on the desired field. Use the letters “I” or “D” on the
keyboard to make the desired changes in the Group’s Timer Table and press Alt-S to save it.
Press the Esc key to return to the previous menu. For more information refer to Section 6.4.3,
Edit the Security Configuration Timer Table.
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6.5.3 SET LENGTH OF ACCESS CODES

This option is used to set the size of the Passenger Access Code (PAC). Choose the option
using the arrow keys and press Enter to select it or press the letter “L” on the keyboard. A
pop-up screen as shown below is displayed.

ENTER PASSENGER ACCESS CODE SIZE
(gize iz global to all passenger codes>

Pleaze enter the number of significant
digits each passenger access code
zhould contain: 2

Alt-5 to =zave

Use the letters “I” or “D” on the keyboard to make the desired changes in the size of the
Passenger Access Code and press Alt-S to save it. Press the Esc key to return to the previous
menu.

6.5.4 RETURN TO MAIN MENU

Choose this option using the arrow keys and press Enter or press the Esc key to return to the
main menu.

6.6 REPORT GENERATION MENU

This option is only available for controllers with Access Control for Elevators (ACE) security.
To select this option from the Main Menu, use the arrow keys to highlight the selection and
press Enter or press the letter “R” on the keyboard. A sub menu as shown below is displayed.

| =Y ] il =N

SEQIRITY INTERFACE HOFTEARE AALN REMU

REFOET GEHERATIOHW HEHWU

List of Seoured Car Calls Registered
7 i Lisc

Hl;lt'il:il-'i cantrcl Engineering = Security Interfice Software YER. 2
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6.6.1 LIST OF SECURED CAR CALLS REGISTERED

6.6.2

6.6.3

6.6.4

6-26

This option displays a list of secured car calls registered. To display this report, use the arrow
keys to select the option and press Enter or press the letter “S” on the keyboard.

SECURED CALL EMTRY REPORT

06/20593
06207593
067207593
06/20/593
06207593
06207593
0&6/20/593

Invalid Code
Mot in Group
Mot in Group
Hot in Group
Hot in Group
Invalid Code Entered
Hot in Group
Hot in Group
Hot in Group
Hot in Group
Mot in Group
I

065207593
065207593
067207593
06207593
06207593
067207593
06/20/593
06520593

I
Invalid Code Entered
Invalid Code Entered

L L L T T e i s ey
e Podt Pud GU0 Pl ol mh fod L mh 0 G0 G0 000 LF
- - - - - - - -

To print this report to a file on the computer, press Alt-P. The file will be saved as a “.txt” file
in the folder (directory) in which the SIS program is located. The file name will be the job
number plus “.txt” as shown on the report screen (98-1583.txt in this example). Each time the
report is printed to file it is saved using this same file name. The previous file is overwritten. A
text editor, such as Microsoft WordPad which comes with Window 95, can be used to print the
report to a printer. Press the Esc key to return to the Report Generation Menu.

INITIALIZE CONTROLLER LIST

This option is used to delete all records and initialize the list of all car calls on the controller
side. To activate this option, select it using the arrow keys and press Enter or press the letter
“C” on the keyboard.

INITIALIZE DISK FILE

This option is used to delete all records and initialize the list of all car calls on the PC side. To
activate this option, select it using the arrow keys and press Enter or press the letter “D” on
the keyboard.

RETURN TO MAIN MENU

To return to the SIS Main Menu, select this option using the arrow keys and press Enter or
press either the Esc key or the letter “R” on the keyboard.
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CHANGE CONTROLLER PASSWORD

Use this option to change the Login password on the controller. Select the option using the
arrow keys and press Enter or press the letter “W”. A pop-up window as shown below is
displayed.

% 515 Mi=] E3

I Auto 'I

i

CHANGE CONTROLLER PASSUWORD

Enter '"0l1d" Password: ........
Enter Desired Password:
Confirm Desired Password:

Y
]

Motion Control Engineering - Security Interface Software VER. 2

» Enter the old password used to log on to the system and press Enter. This is used to verify
that the person changing the password has access to the system.

» Enter the desired new password and press Enter.

» Re-enter the new password and press Enter. This is used to verify that the system has
received the correct password.

After verification of the old as well as new passwords, the new password is uploaded to the
controller. Enter this new password at the Login prompt.
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SECTION 7
SECURITY INTERFACE SOFTWARE FOR WINDOWS

7.0

INTRODUCTION

Security Interface Software (SIS) for Windows is a Windows-native utility that allows you to
administer MCE Basic or Access Control for Elevators (ACE) security systems. The software
may be run independently or from the MCE Central Monitoring System (CMS) for Windows.

The PC may be connected to the controller running the elevator security option:
« Directly via serial cable
* Via a serial cable and line drivers (if necessary for long cable runs)
« Via a phone line/modem
« Via Ethernet connection

A block diagram of the components and cables used for installation is on the Peripherals
Interface page of the Job Prints.

ABOUT THIS SECTION —- This section describes installing and using Security Interface
Software for Windows, including:

Section 7.1 Getting Started —- System requirements and software installation.

Section 7.2 Connection Choices —- Select type of connection, COM port, and modem
settings. If SIS will be accessed via Ethernet, this section may be skipped.

Section 7.3 Controller Menu —- You configure both Basic and ACE security systems through
the Controller menu, including:

« Connecting/Disconnecting from the Controller

« Displaying Security Status

» Selecting a Controller Password

« Editing Security Configurations

« Editing Timer Tables

« Setting Configuration Status

» Setting the Security Software Switch

+ ACE: Entering Passenger Data

« ACE: Entering Group Data

« ACE: Setting Access Code Length

* ACE: Generating Security Reports

Section 7.4 Help Menu —- Access to online help and software version information.



7.1

7.1.1

7.1.2

7.1.3

7-2

GETTING STARTED

This section describes:

« System requirements
+ Software installation
e Startup

SYSTEM REQUIREMENTS

To run Security Interface Software for Windows, a computer system with at least the following
is required:

v PC with Windows 98, 2000, or XP
v VGA monitor
v Hayes compatible 14.4k or higher baud modem (if phone connection is used)

STAND ALONE INSTALLATION

If you are installing MCE Central Monitoring System software, SIS for Windows will be included
in that installation. (Refer to the Central Monitoring System User Guide, part # 42-02-S021 for
appropriate instructions.) To install SIS for Windows alone:

1. Insert the SIS for Windows CD-ROM into your CD-ROM drive.
2. Access the disc and double-click the Setup.exe installer icon.
3. Follow the on-screen instructions.

STARTUP
To start the application, double-click the SIS for Windows program.

If you are accessing the elevator controller via Ethernet connection, go to Section 7.3
Controller Menu and begin configuring the security system. If you are using any other means
of connection, go to Section 7.2 Connection Choices and configure your communications link
first.
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7.2 CONNECTION CHOICES

ﬂ NOTE: If Ethernet will be used to access the controller, skip this section

and proceed to Section 7.3 Controller Menu.

If you are connecting to the elevator controller other than through the MCE Central Monitoring
System, you need to set up your connection to the controller before you can configure security.

With SIS for Windows open, you will see the application menu bar.
File Contraller Help

To set up a connection:
1. Select Job Configuration under the File menu to open the setup dialog.

B3 « Setup Joh[z] _|EI|5|
Name: [Test
Descriptions: Thiziz a Test =
I
Media: |Serial Cable -]
Carn Part: IE':"T' 1 j
Baud Rate: |-| 9200 j
Phonedéddress |
€4 | il | Save I [elete | v | Cancel |
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2. Enter a name in the Name: field for the connection you are creating. Once set up, you
connect to a controller by selecting the connection name.

3. Provide a description of the connection so that its intended use will be clear to other
users who might later edit the connection.

4. Select the connection method in the Media: drop-down menu. Choices are:

Serial Cable: Direct connection from a Com Port to the controller.

Line Driver: Connection via serial cable through a line driver.

Modem: Connection through a modem/phone line. See 7.2.1 Modem Configuration.
Digi Port Server TS2: Connection through a Digi Port TS2 device server.
CoBox-FL-01 Device: Connection through a CoBox-FL-01 device server.

5. Select the serial port that will be used to communicate with the controller.

6. Select a baud rate appropriate to the communications media selection. Refer to the
following table.

Communication Media Baud Rate
Serial Cable 19,200
Line Driver 9600
Modem modem specific, 14,400 - 38,400
Digi Port Server TS 2 See Note
CoBox-FL-01 Device Server See Note

*

Note: COM port settings and baud rate are not used for Ethernet connection.

A device server is a hardware component that allows a PC to connect to Ethernet through a
serial port. Two Ethernet device servers have been tested and proven compatible with this
software:

« Digi Port Server TS 2 for Digi Port TS 2 device server.

e CoBox-FL-01 Device Server for LANTRONIX CoBox-FL-01 device server.

Device servers must be properly installed. Refer to MCE setup instructions for Lantronix and
Digi Port device servers, #42-1S-0058 and #42-1S-0060 respectively.

74 .
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7.

Specify a phone number if you are connecting via modem, or an IP Address if connecting
through a device server. Some modem connections use special characters in the phone
number. If you are not sure about your modem requirements, consult the modem manual.

DIGI Port and CoBox device servers use a specific IP Address/Port entry format:

DIGI Port Server TS2: IP Address (space) port number. i.e., 125.10.12.126 2001.
Lantronix CoBox-FL-01: IP Address (,) port number. i.e., 125.10.12.126,2001.

Note the difference: Digi uses a space where Lantronix uses a comma between the IP
Address and the port number.

Once you have completed a job setup, click the Save button to save the configuration.
When you use the connection in the future, you need only select Connect from the
Controller menu and then select the job setup by its assigned name.

7.2.1 MODEM CONFIGURATION

If you are connecting via modem, you may also need to set modem type or special character
requirements.

1.
2.
3.

Select Modem Configuration from the File menu.
Set Modem Type and any special character requirements (Modem String).
Click Save.

7.2.2 ADD OR DELETE JOB SETUPS
From the Set Up Job(s) dialog, you may add a new Job Setup or delete an existing one.

To add a new Job Setup:

a s> w e

Select Job Configuration from the File menu.

Click Add to blank the entry fields in preparation for new entry.

Enter the new Job name.

Provide remaining Job information as described under 7.2 Connection Choices.
Click OK.

To delete an existing Job Setup:

a s w b

Select Job Configuration from the File menu.

Use the left or right arrow keys to cycle through the Job Setups.
With the desired setup selected, click Delete.

Verify that you wish to delete the file.

Click Save.



7.3 CONTROLLER MENU

The Controller menu provides access to all security configuration options for Basic and ACE
security systems.

Controller

Dizconnect

Help

Securnity Status
Change Controller Pazzword

Edit Security Configuration 3
Edit Tirer T able

Set Configuration Status »
Set Security Saftware Switch ¥

Fazzenger |nformation Menu  #
Report Generation kMenu k

This section describes configuration for both options, including:

7-6

7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

7.3.6

7.3.7

7.3.8

7.3.9

7.3.10

Connecting to a controller
Displaying security status

Selecting a controller password
Editing security configurations
Editing timer tables

Setting configuration status

Setting the Security Software Switch
Entering passenger data (ACE only)
Report Generation (ACE only)

Disconnecting from a controller
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7.3.1 CONNECTING TO A CONTROLLER
To connect to a controller:

1. Select Connect from the Controller menu to display the connection dialog.

@ Connect to . _ . =] =]
Job M ame: IEurke j
Media: |Serial Cable =
Baud Fate: Im
Ciom Part: Iﬁ
Carirect |

2. Select the desired Job Name (Burke in our example).

When you select the Job Name, Com Port, Baud Rate, Media, and Phone/Address (if used)

information selected for that job will appear in the appropriate fields. If desired, you may select

different criteria in these fields for this connection. (To change the information permanently,

edit it in the Job Setup for the connection.)

3. Click on Connect. Connection progress dialogs will appear, followed by a password entry
dialog.

Welcome. ..

Please Enter the passworid:

|
ok |

4. Enter the password, then click OK. For the initial logon, before a password has been
programmed, simply click on OK without making an entry in the password field.

LOST OR FORGOTTEN PASSWORD - If you don’t remember the password, press “?” on the
keyboard (while the password entry dialog is displayed) to display the Lost Password window.
Make a note of the Reference # and contact MCE Technical Support for a temporary password.
Type in the temporary password and click OK.

You may change the connection password after successfully connecting to a controller. Refer
to 7.3.3 Selecting a Controller Password in this section.



7.3.2
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DISPLAYING SECURITY STATUS
The security Real Time Status display provides an instant overview of system security status.

Real Time Status

Security Status:
Security Configuration Status:
Master Software Key:

Security Software Switch:

BSI (Building Security Input):

Security Status: Overall security status. On/Off.

Security Configuration Status: Displays the currently active security Configuration and
whether it was activated manually (Manual) or automatically (Timed).

Master Software Key: Set from the controller Swing Panel as a function of Enhanced On-
Board Diagnostics, the Master Software Key provides a failsafe method of enabling the security
system when a terminal or PC is not available. For instructions on setting the Master Software
Key, refer to the section of this guide (Sections 2 through 6) pertaining to your security
installation.

The key may be Deactivated, Activated, or Enabled.
* When the Master Software Key is Deactivated, security is OFF.

+ Whenthe Master Software Key is Activated, security is ON with Configuration #1 active.

« When the Master Software Key is Enabled, security settings, and the status of the
optional Building Security Input, determine the Configuration (#1 through #8) in use and
whether or not security is currently ON or OFF. Refer to Table 7.1 for more information.

Security Software Switch: The Security Software Switch may be set to On or Off using the
Set Security Software Switch function from the Controller menu. When set to ON, the security
system determines whether security is active or inactive according to the selected security
Configuration. Refer to Table 7.1 for more information.

BSI (Building Security Input): The Building Security Input is an optional controller input that

may be connected to a hardware switch used to enable or disable security. Refer to Table 7.1
for more information.
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TABLE 7.1 Security Status Decision Matrix

Inputs or Software Settings

Outputs or Results

Master Security BSIx Input Security Security Configuration Security
Software Software (optional) Configuration in use Status
Key Switch
Deactivated n/a n/a n/a none OFF
Activated n/a n/a n/a 1 ON
Manual 1 thru 8 per ON
Enabled 1thru 8 Security Config. Status
ON n/a ON or OFF
. 1thru 8 .
Timed er Timer Table per Timer
P Table
OFF n/a none OFF
Manual 1 thru 8 per ON
OFF 1thru 8 Security Config. Status
O ON or OFF
. 1thru 8 .
Ululss er Timer Table e UIALE]S
P Table

X Ignore the shaded area unless the controller has the BSI input.
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7.3.3 SELECTING A CONTROLLER PASSWORD

The password used to connect to a controller may be changed if desired. To create or change
a password (when currently connected to the controller):

1. Select Change Controller Password from the Controller menu to display the change
password dialog.

5 : Change Paszword - | (= | il

Current pagsword |

Hew password |

Confirm new Password |

Save | Cloze

2. Enter the current password. (This ensures that the person changing the password has
access to the system.)

Enter the new password.

In the final field, enter the new password a second time. (This is used to verify that the first
entry was as intended.)

5. Click Save.
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7.3.4 EDITING SECURITY CONFIGURATIONS

You may configure up to eight Security Configurations. Each Configuration allows you to
selectively determine the security behavior of all hall call and car call panels for every elevator
and every floor in your building. Using a configuration timer table, you may then selectively
choose to automatically switch between programmed Security Configurations using one or
more of sixteen timer schedules (Section 7.3.5). Depending upon how the controller was
configured at the factory, your installation may use “standard” or “per car’ security
configuration.

To program a standard Security Configuration:

1. Select Edit Security Configuration/ Configuration #1 —- #8 from the Controller menu to
open a programming dialog for the selected Configuration.

=& Security Configuration #1

FEin ] Rrear | 1thru 11 5] [atthucad 5 SR Bl

—Hall Call —Landing 7 — Car Call
Up Diowin ~Carl—— rCar2—— Car3—— [Card—
I 1 (O I T
u u 10 u u s u u -
u u 3 u - u = u u -
u = u = 5 u = u = u - u ]
u u 7 u u s u u -
u u g u - u = u u -
u = u = 5 u = u = u - u ]
u u 4 u - u = u u -
u u 3 u - u = u u -
e TE 3 u - u = u = u =
o O T R o | o 8 o | Y T

2. Select the floor and car ranges to be displayed.
Security selections within the dialog relate to the floor/landing with which they are horizontally

aligned. In the sample dialog shown above, Hall Call and Car Call security can be selectively
set for landings 1 through 11 respectively.
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To set security for a particular landing, for the car group displayed:

3. For the landing hall calls, select whether the hall calls displayed are associated with the
front or rear elevator doors by clicking on either the Front or the Rear control tab
respectively. (This may not pertain in all situations.)

4. Set the hall calls for Up and Down directions independently:

« U: Unsecured — Normal, unrestricted operation.
e L: Locked — No access. The hall call will not be registered.

5. Set the car calls for each elevator independently for access to the associated floor.
« U: Unsecured — Normal, unrestricted operation.

« L:Locked — No access. The car call will not be registered for access to this floor.

« S: Secured — Restricted access. The car will access the selected floor only if a valid
security code is entered into the car control panel (and, for ACE systems, during a
period of time for which the individual or group timer allows that code access.)

@ NOTE: For Basic and Basic with CRT security systems, a floor cannot be

secured unless a security code has been programmed into the
individual Car Controller's Main Computer. Refer to Viewing and
Changing the Security Code in Section 2 (Basic) or Section 3 (Basic
with CRT) respectively.

Floors for which a security code and a Security Configuration have been programmed are
secured when that configuration is active and security is ON. In order to gain access to a
secured floor via the elevator, the correct security code must be entered using the Car
Operating Panel. When a car button for a secured floor is pressed, the button indicator will
flash to indicate that a valid security code must be entered within ten seconds. If not, the call
will not be registered.

6. Click Save to save changes to the Security Configuration or click Close before clicking

Save to leave the dialog without accepting any unsaved changes.

7-12 « SECURITY INTERFACE SOFTWARE FOR WINDOWS 42-02-5024



To program a per car Security Configuration:

The per car configuration allows you to selectively determine which car or cars will respond to
up and/or down hall calls (front and/or rear door) on a particular landing.

1. Select Edit Security Configuration/ Configuration #1 —- #8 from the Controller menu to
open a programming dialog for the selected Configuration.

=10 x|

TR | T R R

2. Select the floor range to be displayed.
3. Select the car to be configured for the selected floors.

Security selections within the dialog relate to the floor/landing with which they are horizontally
aligned. In the sample dialog shown above, Hall Call and Car Call security can be selectively
set for Car 1, landings B through 6 respectively.

7-13



7-14

To set security for a particular landing, for the car selected:

4. For the landing hall calls, select whether the hall calls displayed are associated with the
front or rear elevator doors by clicking on either the Front or the Rear control tab
respectively. (This may not pertain in all situations.)

5. Set the hall calls for Up and Down directions independently:
« U: Unsecured — Normal, unrestricted operation.
e L: Locked — No access. The hall call will not be registered.

6. Set the car calls for the selected elevator for access to the associated floor.
« U: Unsecured — Normal, unrestricted operation.
« L:Locked — No access. The car call will not be registered for access to this floor.
« S: Secured — Restricted access. The car will access the selected floor only if a valid
security code is entered into the car control panel (and, for ACE systems, during a
period of time for which the individual or group timer allows that code access.)

@ NOTE: For Basic and Basic with CRT security systems, a floor cannot be

secured unless a security code has been programmed into the
individual Car Controller's Main Computer. Refer to Viewing and
Changing the Security Code in Section 2 (Basic) or Section 3 (Basic
with CRT) respectively.

Floors for which a security code and a Security Configuration have been programmed are
secured when that configuration is active and security is ON. In order to gain access to a
secured floor via the elevator, the correct security code must be entered using the Car
Operating Panel. When a car button for a secured floor is pressed, the button indicator will
flash to indicate that a valid security code must be entered within ten seconds. If not, the call
will not be registered.

7. Click Save to save changes to the Security Configuration or click Close before clicking
Save to leave the dialog without accepting any unsaved changes.

The chart on the following page provides an example of the way Security Configurations, Timer
Schedules, Passenger Personal Schedules, and Group Schedules interact to affect landing
access when security is active.
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Tweenty-Four Hour Clack
Qo:0o0 Q&:00 12:00 18:00 24:00

Configuration &1 Configuration #5
Timer Schedule #1 Timer Schedule £5

Configuration #2 Configuration #4
Timer Schedule #2 [~ .4 Timer Schedule £4

Timer Schedule #3

Fassenger #1, Bullding Security

Passenger #2

Passenger #3
Passenger #4
Passenger #5
Group #1:
Passenger &2
Passenger #4
Twelve Hour Clock
L I | | |
I I I I I
12:004M DE: DOAM 12:00MOON G:00PM 12:00FPM

Cenfigurations:
# Define restricted and locked floors and elevator doors when active,
* Must be defined within a single 24 hour pericd - latest end time 23:39 (cannot cross Midnight)
* End times of 23:5% extend automatically to midnight

Passenger Schedules Allow:
® Access to selected restricted floors
# During scheduled times
= With valid code entry

Group Schedules allow (for passengers in Group):
* Access to their selected restricted floors
* During scheduled times
& With valld code entry
* Extends/adds to Personal Schedule

In the example above:
+  Configurations and Timers #s 1 and 5 both restrict access to all floors above floor #1.

«  Configurations and Timers #s 2 and 6 allow office floor access.
«  Configuration and Timer #3 allow office and dining floor access.
« Passenger #1 (Security) has all-hour access to all floors with valid code entry.

« Passengers # 2 and 3 have access to office floors during normal working hours with valid
code entry.

« Passengers # 4 and 5 have access to all floors during maintenance hours with valid entry.

o  Group#1 allows Passenger #2 to extend access when needed and Passenger #4 to come
in early when necessary.
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7.3.5 EDITING TIMER TABLES

Through the Timer Table, you may set up as many as sixteen different schedules (Timers) for
activating and deactivating Security Configurations. Once the Timer Table is configured,
selecting timed operation (Set Configuration Status/ Timed from the Controller menu, Section
7.3.6) causes it to begin automated control of the security system.

When timed/automated security is on, the controller continuously checks the status and
settings of each of the sixteen timers. Timers that are active (On) have priority assignments that
determine which Timer has priority if multiple Timers are on and their settings conflict. Timer
#1 has highest priority; Timer #16 has lowest priority. For example, if Timers #1 and #6 were
both on and were both set to control security all day on Mondays, Timer #1 would actually have
control. Normally, Timer settings are complimentary and the controller switches from one Timer
schedule to another as date/day/time settings warrant.

NOTE: If no Timers polled by the controller have a defined day and time

period into which the current day and time fall, Security

Configuration Status will be Timed OFF and Security Status will be
OFF.

To set up Timers:
1. Select Edit Timer Table from the Controller menu to open the Timer Table.

b Secunty Confguratson Times Table Display

Tt toEdt]  Stat Dale End Date Day | Siat Tine End Time Action | Sla
Tirrett 1
Vet H2
Tovesi B2
Tirresi H4
Time: H5
Times 6

Key: SpacebBar: On/Of; - d: Date increase; : Date decrease; - m: Konth increase;
M: Month deciease: - d: Day increase; 0: Day deciease; -y Year inciease; ¥ Year decieasa;
b: Hoier inerease; - H: Hour decrease; - m: Minule increase; B: Minute decrease;

save | Cose |

Once you have set up a Timer, those settings (Start Time, End Time, etc.) will appear in the
Timer Table. If supported by your controller, you will see and be able to set Date fields to enter
specific start and end dates rather than by days of the week alone.
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You edit the various fields by setting the Status field for that timer On, then clicking in the
desired field and using specific edit keys. (You can also move from field to field using the
keyboard up, down, left, and right arrow keys.) Save schedule changes by clicking on the Save
button.

To set up a timer using specific dates:

1.

2
3.
4

Click in the Status field of the desired Timer.
Press the Space bar to switch that Timer Status to ON.
Click in the Action field.

Press the <c> key to increment through Security Configurations. (Use <Shift> <C> to
decrement.)

Click in the Day field.

Press the <d> key to increment through the choices until DATE is displayed. (Use <Shift>
<D> to decrement.)

Click in the Start Date field. Use the <m>, <d>, and <y> keys (Month/Day/Year) to
increment months, days, and years respectively. (Use <Shift> and the <M>, <D>, or <Y>
keys to decrement month, day, or year respectively.)

Click in the End Date field and use the <m>, <d>, and <y> keys as you did in the
preceding step.

Click in the Start Time field. Use the <h> and <m> keys (Hours/Minutes) to increment
hours and minutes respectively. (Use <Shift> <H> or <Shift> <M> to decrement hours and
minutes respectively.)

10. Click in the End Time field. Use the <h> and <m> keys to set the time.
11. Click Save.
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To set up a schedule using days rather than dates:

1.

2
3.
4

Click in the Status field of the desired Timer.
Press the Space bar to switch that Timer Status to ON.
Click in the Action field.

Press the <c> key to increment through Security Configurations. (Use <Shift> <C> to
decrement.)

Click in the Day field.

Press the <d> key to increment through the choices until the desired day or day range is
displayed. (Use <Shift> <D> to decrement.)

e Mon, Tue, Wed, Thu, Fri, Sat, or Sun
* M- F (Monday through Friday)
» All (all days of the week)

Click in the Start Time field. Use the <h> and <m> keys (Hours/Minutes) to increment
hours and minutes respectively. (Use <Shift> <H> or <Shift> <M> to decrement hours and
minutes respectively.)

Click in the End Time field. Use the <h> and <m> keys to set the time.
Click Save.

Help - The dialog help button opens online help. The “Timer Entry” topic within repeats the
entry key information provided below:

» Click in Status field then use the Space Bar to turn Timer ON or OFF.
« Click in the Action field, then use <c> to increment or <C> to decrement.

« Time: Click in Start or End Time field then use <h> or <m> to increment or <H> or <M>
to decrement.

« Day: Click in Day field then use <d> to increment or <D> to decrement.

« Date: Click in Start or End Date field then use <m>, <d>, or <y> to increment months,
days, and years respectively or <M>, <D>, or <Y> to decrement.

« Keyboard arrow keys may be used to move between fields.

CAUTION: Be careful not to define timers that overlap. If the Start Time of one
timer is earlier than the End Time of another timer they may not
operate as expected.

Example: Suppose you would like to use Security Configuration #5 overnight, from
20:00 (8 pm) to 6:00 (6 am) Monday through Friday. Use two timers and set the Day
field of both timers to M-F. Set one timer’s start time to 20:00 and end time to 23:59.
Set the second timer’s start time to 00:00, and End Time to 06:00. Set Config. # to 5
and Timer Status ON for both timers.
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7.3.6 SETTING CONFIGURATION STATUS

Once you have programmed one or more Security Configurations, you may select and activate
Configurations manually or, if you have set up the Timer Table to control automated operation,
you may select timed (automated) operation.

To select a Configuration manually:
1. Select Set Configuration Status/ Configuration #n from the Controller menu.

Controller M=

Dizconnect

Securty Status
Change Controller Paszword

E dit Security Configuration »
Edit Timer T able

S et Configuration Status Configuration #1
Set Secunty Software Switch  # Configuration #2

Configuration #3
Configuration #4
Configuartion #5
Configuation #E
Configuration #7
Configuration #3
Timed

2. Check the Real Time Status display (Controllerl Security Status) to see that the selected
Configuration is active and indicates it was started manually.

e
Security Configuration Stabus: _
e
Socurity Software Switch: _
b5t sty Secunny g | AN

If Security Status in the Real Time Status display indicates that security is currently Off, you
may switch it On by selecting Set Security Software Switch/ On from the Controller menu.
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To select automated operation:
1. Select Set Configuration Status/ Timed from the Controller menu.

i S8 Help

Dizconnect

Security Status
Change Controller Password

Edit Securnty Configuration 3
Edit Timer T able

Set Configuration Status Configuration 1
Set Secuity Software Switch  » Configuration #2
Configuration #3
Configuration #4
Configuartion #5
Configuation HE
Caonfiguration #7
Configuration #8

[ Tmed |

2. Check the Real Time Status display (Controller/ Security Status) to see that status is as it
should be according to the Security Configurations and Timer Table settings you have in
place.

s
Sscurity Configuration Stetue: _
I cetied |
oo
851 Buatding Secursy wewrs (R

In the example above, if security was currently on, Security Status would indicate On and
Security Configuration Status would indicate Timed #n (the number of the active Security
Configuration).
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7.3.7 SETTING THE SECURITY SOFTWARE SWITCH

When the Master Software Key is Enabled, the Security Software Switch and the optional
Building Security Input enable security as shown in Table 7.1 earlier in this section. To set the
Security Software Switch:

1. Select Set Security Software Switch/On or Off from the Controller menu.

Contraller

Dizconnect

Security Status
Change Controller Password

Edit Securty Configuration r

Edit Timer T able

Set Configuration Status r

Set Security Saftware Switch »|  On |
[t
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7.3.8 ENTERING PASSENGER DATA

This (ACE only) function allows you to set up individual profiles for elevator passengers,
including:

+  Modify Passenger Data
*  Modify Group Data
«  Set Length of Access Code (Set this before you assign access codes)

MODIFY PASSENGER DATA — This Controller menu selection allows you to add, edit, or
delete passenger records.

«  Select Passenger Information Menul Modify Passenger Data from the Controller menu.

¥ Ace Passenger [_ (=] =]
— Pazzenger Mame : —Azcesz Floor
Landing | Front Doar | Fiear Doar

I 11 Access Arncezs

110 Access Arncezs

| Access Arncezs

~#ccess Code: 8 Access Access

I j I j I j I j 7 Access Arccess

= Access Arccess

al Access Arccess

4 Access Arccess

3 Access Access

— Timer Schedule: 2 Access Aooess

Timer Schedule | 1 Access Access

—dAzzign to a Group:

Group Name | Status

Group #1 Mat [n Group
Group #2 Mat [n Group
Group #3 Mat [n Group
Group #4 Mat In Group

G Add Edit Delete | B | Cloze |
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Add a Passenger — To add a new passenger:

1. Click on Add to enable Passenger Name field editing.

2. Enter the passenger name in the Passenger Name field.

3. Enter additional data (Access Code, Restrictions, etc.) as needed.
4

Click on Save.

Edit a Passenger — To edit existing passenger information:
1. Select the passenger using the left and right arrow buttons to cycle through names.
2. Click on Edit.

3. Edit the passenger name, access code, floor restrictions, timer schedule, or group
assignments as described in this section.

4. Save your changes.

Assign or Change an Access Code — To assign or change a passenger Access Code:
1. Select the passenger using the left and right arrow buttons to cycle through names.
2. Click on Edit.

3. Click on the drop-down list arrow next to each Access Code entry field and set the code
as desired.

Access Codes are from two to eight entries long. The Access Code length should be set
before any Passenger Access Codes are entered. The characters you see in the drop-down
lists are keyed to the floor selections in the installation so that they correspond to car operating
panel buttons. For example, if there are six floors in the building, numbered from one to six, you
would be able to select 1, 2, 3, 4, 5, or 6 for each entry position. If there are three floors in the
building, labeled B, L, and 2, you would be able to select B, L, or 2 for each entry position. If
there are floors in the building identified by more than one character and/or digit, for example
26 or L7, that character set would constitute one entry. Each entry is, of course, a single button
press on the car operating panel.

4. Save your changes.

ﬂ NOTE: To successfully access a restricted floor, a passenger must enter

a valid access code, their floor restriction map must allow them
access to that floor, and their individual or group timer schedule
must grant access during the period of time in question.
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Enter Floor Access Restrictions — To restrict passenger access to any floor:

Select the passenger using the left and right arrow buttons to cycle through names.
Click on Edit.

Click in the Front Door or Rear Door field for the desired landing.

Click the mouse to set the field to Access or No Access as desired.

o > w N PRE

Save your changes.

Edit Personal Timer Schedule — You may edit a selected passenger’s personal timer
schedule. The personal timer schedule determines the times the passenger may access the
elevator. This allows the building manager the flexibility to provide a passenger access to the
elevator during off-hours or weekends.

1. Select the passenger using the left or right arrow buttons to cycle through names.

2. Click the Timer Schedule button.

3. Click in the Status field of the desired schedule (up to four).

| 5 Time Schedule For Ace Prsenger - Steven K

| Stant Dimts | End Diste | D | Stet Time: [Erd Time | Stshus
| e e e &1

sae | Hen | u:h.==|

Press the Space bar to switch that schedule Status to ON.
Click in the Day field.

Press the <d> key to increment through the choices until the desired day or day range is
displayed. (Use <Shift> <D> to decrement.)

e Mon, Tue, Wed, Thu, Fri, Sat, or Sun

* M - F (Monday through Friday)

» All (all days of the week)

» Date: Use Start and End Date fields instead of days.

7. Click in the Start Time field. Use the <h> and <m> keys (Hours/Minutes) to increment
hours and minutes respectively. (Use <Shift> <H> or <Shift> <M> to decrement hours and
minutes respectively.)

Click in the End Time field. Use the <h> and <m> keys to set the time.

Click in the Start Date field. Use the <m>, <d>, and <y> keys (Month/Day/Year) to
increment months, days, and years respectively. (Use <Shift> and the <M>, <D>, or <Y>
keys to decrement month, day, or year respectively.)

10. Click in the End Date field and use the <m>, <d>, and <y> keys as you did in the
preceding step.

11. Click Save.
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Help - The dialog help button opens online help. The “Timer Entry” topic within repeats the
entry key information provided below:

e Click in Status field then use the Space Bar to turn schedule ON or OFF.

» Time: Click in Begin or End field then use <h> or <m> to increment or <H> or <M> to
decrement.

« Day: Click in Day field then use <d> to increment or <D> to decrement.

« Date: Click in Start or End Date field then use <m>, <d>, or <y> to increment months,
days, and years respectively or <M>, <D>, or <Y> to decrement.

« Keyboard arrow keys may be used to move between fields.

Assign a Passenger to a Group — A passenger, and his or her Passenger Access Code, may
be assigned to any of four groups. Each group has an associated Time Schedule. A Group
Time Schedule has sixteen timers so up to sixteen time periods may be defined. These time
periods are additions to the time periods defined in the passenger’s personal time schedule.
When determining access rights, the controller first checks the personal schedule and, if
access is not permitted there, next checks the group schedule for all groups to which the
passenger has been assigned.

1. Select the passenger using the left or right arrow buttons to cycle through names.
2. Click on Edit.

3. Inthe Assign to a Group: pane, click in the Status field associated with the desired Group
and set it to Not In Group or In Group as desired.

4. Save your changes.

Delete a Passenger Record — You may permanently remove a passenger from the passenger
list.

1. Select the passenger using the left or right arrow buttons to cycle through names.
2. Click on Edit.

3. Click Delete.

4. Verify that the passenger is to be deleted.

5

Save your changes.

7-25



MODIFY GROUP DATA — This Controller menu option allows you to edit Group properties.

«  Select Passenger Information Menu/Modify Group Data/Group #n from the Controller
menu.

| Corioler JE
Disoornsct

Smounty Stalus
Charge Controle Fassvwod

Edi Secunty Configuestion
Edd Tirrsi Tabda

St Configuestion 5 bty ]
St Secunly Sollsang Swich

odify Pacsenger O ala
Fiapod [aneslion Man 3
Sl Lapgih of Scosss cods

ok Security Time Schedule Group #2

Group Mame IG[Dup g2

|5tartDate |Er‘u:| Date |Day |5tartTime |En|:| Time |5tatus

= R R R R o R

[N S B S R Y
N L 0 — OO D

—_
=}

E dit Help

Click on the dialog Help button to see a description of the keyboard keys used to edit the dialog
settings.
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Edit a Group Name — You may edit a Group name at any time.

1.

Select the Group (Passenger Information Menu/Modify Group Data/Group #n from the
Controller menu).

Click Edit to enable changes.
Edit the name in the Group Name field.

Save your changes.

Modify a Group Timer Schedule -- You may configure up to sixteen different schedules for
each Group. If you choose to use date rather than day settings, the Start Date and End Date
fields are active. If you choose to use day settings, the Start and End Date fields are inactive.
You edit the various fields by setting the Status field for that schedule On, then clicking in the
desired field and using specific edit keys. (You can also move from field to field using the
keyboard up, down, left, and right arrow keys.) Save schedule changes by clicking on the Save
button.

To set up a schedule using specific dates:

1. Click the Edit button.

2. Click in the Status field of the desired schedule.

3. Press the Space bar to switch that schedule Status to ON.

4. Click in the Day field.

5. Press the <d> key to increment through the choices until DATE is displayed. (Use <Shift>
<D> to decrement.)

6. Click in the Start Date field. Use the <m>, <d>, and <y> keys (Month/Day/Year) to
increment months, days, and years respectively. (Use <Shift> and the <M>, <D>, or <Y>
keys to decrement month, day, or year respectively.)

7. Click in the End Date field and use the <m>, <d>, and <y> keys as you did in the
preceding step.

8. Click in the Start Time field. Use the <h> and <m> keys (Hours/Minutes) to increment
hours and minutes respectively. (Use <Shift> <H> or <Shift> <M> to decrement hours and
minutes respectively.)

9. Click in the End Time field. Use the <h> and <m> keys to set the time.

10. Click Save.
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To set up a schedule using days rather than dates:

1.

2
3
4.
5

Click the Edit button.

Click in the Status field of the desired schedule.

Press the Space bar to switch that schedule Status to ON.
Click in the Day field.

Press the <d> key to increment through the choices until the desired day or day range is
displayed. (Use <Shift> <D> to decrement.)

 Mon, Tue, Wed, Thu, Fri, Sat, or Sun
* M - F (Monday through Friday)
» All (all days of the week)

Click in the Start Time field. Use the <h> and <m> keys (Hours/Minutes) to increment
hours and minutes respectively. (Use <Shift> <H> or <Shift> <M> to decrement hours and
minutes respectively.)

Click in the End Time field. Use the <h> and <m> keys to set the time.

Click Save.

Help - The dialog help button opens online help. The “Timer Entry” topic within repeats the
entry key information provided below:

» Click in Status field then use the Space Bar to turn schedule ON or OFF.

¢ Time: Click in Start or End Time field then use <h> or <m> to increment or <H> or <M>
to decrement.

« Day: Click in Day field then use <d> to increment or <D> to decrement.

« Date: Click in Start or End Date field then use <m>, <d>, or <y> to increment months,
days, and years respectively or <M>, <D>, or <Y> to decrement.

« Keyboard arrow keys may be used to move between fields.

SET LENGTH OF ACCESS CODE - Access code length may be set from two to eight entries.
All access codes administered by the controller are proscribed to the same length. The Access
Code length should be set before any Passenger Access Codes are entered. ACE Security
should be OFF before Access Code Length changes are made. To set access code length:
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From the Controller menu, select Passenger Information Menu/Set Length of Access
Code/Set Length 2 through 8.
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7.3.9 REPORT GENERATION MENU

The Report Generation Menu allows you to generate a list of the last (up to) 500 secured car
calls registered. If a list is not cleared before it exceeds 500 entries then, as each new call is
registered, the oldest call in the list will be deleted. Through the Report Generation Menu, you
may:

»  Generate a Security Report

¢  Clear the Security Report

GENERATE A SECURED CAR CALL REPORT — A Secured Call Entry Report lists the date,
time, source and destination floors, car, passenger, and accepted/rejected outcome for each
call made for a secured car in the following format:

& Ace Report Securily

|D¢|h Tirrme Cource Danlination Car Panusager Mruage
WA 1601 3150600 P 1 3 & rredld Coeke Erloved
Y- JEB-0T 09354 00 P 2 1 =] Al o i i
MAY-IB0T 315713 PM 3 1 & Clpihi Call At
MAY-IB0T 315713 PM | i [ Dy Floor Pt
MAY-IB-0T 310713 PM | 1 & Doy Mo i G T T
|'|I||"T AB0TH:AT13 P 2 i [ S aanan Call At

Prrt Clase

If desired, you may print the security report.

To generate a report:
1. Select Report Generation Menu/Generate Security Report from the Controller menu.

Cantraller

Digconnect

Security Statuz
Change Controller Pazsword

E dit Security Configuration »
Edit Tirner T able

Set Configuration Status k
Set Security Software Switch »

Pazzenager Information Menu »

Report Generation kernu Generate Securnity Beport
Clear Security Bepart
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CLEAR SECURITY REPORT - This function allows you to clear the list of all car calls on the
elevator controller.

1. Select Report Generation Menu/Clear Security Report from the Controller menu.
2. Verify that you wish to delete the list.
3. Click Delete.

7.3.10 DISCONNECTING FROM A CONTROLLER
When you are ready to disconnect from the elevator controller:

1. Select Disconnect from the Controller menu.

If you are ready to exit the program:
1. Select Close from the File menu.
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7.4 THE HELP MENU

The Help menu provides quick access to on line help and to software version information.

Help
Help
W ersion

Help — Select to open on line help.

Version — Select to check your software version.

ecurty Interface Software

Security Interface Software
Version 6.00.00

Copyright (o1 2002 Motion Control Engineering,

Ine 11330 White Rock Road, Rancho Cordava,

CA 95742

Phone: (916)463-9200  Fax: (916) 463-9201
weebisite: hittp: hasnewe INCceinG.com
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APPENDIX

ELEVATOR SECURITY INFORMATION AND OPERATION

Building name:
Building location:

Security activation:

Key switch from to_
from to_

Time clock from to_
from to_
from to_
from to_
from to

Instructions: To gain access to secured floors, follow the steps below while in the elevator
car. The steps may be taken while the car is moving or standing still. Requests for a car
from a hallway or corridor are answered without restriction.

1.

42-02-S024

While in the car, press the button for the desired floor. If the destination floor is
secured, the button for that floor will flash on/off.

If the button for that floor stays solidly lit, that floor is unsecured.

While the destination floor button is flashing, enter the security code for that floor
within 10 seconds. Enter the security code by pressing the corresponding buttons on
the panel.

If the code was entered correctly and within the required time limit, the car will
immediately go to that floor. If the code was not entered within the 10-second time
limit or was entered incorrectly, the destination floor button light will turn off after 10
seconds and the entire sequence must be repeated.

If a mistake is made while entering the security code, simply wait until the
destination floor button light stops flashing and start the entire sequence again.
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SECURITY CODES

A-2

Maintain a record of the security codes by noting the floor name as found in the elevator
cab and each floor's code. Any floor with a security code is a secured floor.

1. Floor
2. Floor
3. Floor
4. Floor
5. Floor
6. Floor
7. Floor
8. Floor
9. Floor
10. Floor
11. Floor
12. Floor
13. Floor
14. Floor
15. Floor
16. Floor
17. Floor
18. Floor
19. Floor
20. Floor
21. Floor
22. Floor
23. Floor
24. Floor
25. Floor
26. Floor
27. Floor
28. Floor
29. Floor
30. Floor
31. Floor
32. Floor

security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
security code
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor
Floor

security code
security code
security code
security code
security code
security code
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